
NATIONAL CENTER FOR PERSONAL DATA PROTECTION OF  
THE REPUBLIC OF MOLDOVA 

 
 
 
 
 
 
 
 
 
 

ANNUAL REPORT  
ON ACTIVITY FOR 2010 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
The report on activity is submitted to the Parliament, the President of the Republic of 

Moldova, the Government, on the grounds of the Article 11, paragraph (6) of the  
Law nr.17-XVI of 15.02.2007 on personal data protection 

 
 
 

Chişinău, 2011 



 
2 

 



 
3 

 

CONTENTS 
INTRODUCION ........................................................................................... ....7  

CHAPTER I. The activity of the National Center for Personal Data 
Protection according to functional competences ........................................ 9 

1. What represents the national authority for personal data protection in 
fact?.................................................................................................................... 9 

2. The main areas of the activity of the National Center for Personal Data 
Protection…………………………………………………………………………………10
  
2.1 The analytical activity ...................................................................................................... ....10 

The processing of personal data by the courts in the legal documentation of the 
population ........................................................................................................................................... 11 

   Personal data processing within interception of telephone calls and other 
comunictaions, including information collection from the electronic communications 
institutions during the criminal proceedings 
................................................................................................................................................14  
  Personal data processing in the processing of documents from the Archive Fund of 
the Republic of Moldova………………………………………………………………………………19 
 The processing of an excessive amount of personal data carried out by employers 
related to family members of the holders and candidates for public office......................22 

2.2. Controls carried out in the field of personal data processing……………………………….26 

2.2.1. Specific cases of law infringement in the field of personal data protection ............ 27 

Illegal processing of the special categories of personal data
 ............................................................................................................................................................. 278 

not respecting the confidentiality and security of personal data processing
 ............................................................................................................................................................. 289 

personal data processing during the election campaigns
 ............................................................................................................................................................... 30 

personal data processing in case of minors within the informational systems of the 
educational institutions ................................................................................................................. 301 

consequences in cases of not updating the personal data in due time
 ............................................................................................................................................................. 312 

2.3. Activity on examining the complains and other appeals ................................................ 33 

2.4.  Activity on offering necessary Instructions for adjusting the personal data processing 
in accordance with the law............................................................................................................35 

2.5. Activity on adjusting the national law to European standards ........................................... 35 

a)promoting signature and ratification procedure of the Additional protocol to the 
Convention for the protection of individuals with regard to automatic processing of 
personal data, regarding supervisory authorities and transborder data flows (additional 
Protocol) .............................................................................................................................................. 36 



 
4 

 

b)promoting the procedure on approval by the Government of the Requirements for the 
assurance of personal data security at their processing within the information systems 
of personal data ................................................................................................................................. 36 

c)developing and promoting the draft Rules on the manner of manual keeping of the 
personal data holders Register ...................................................................................................... 37 

d)developing and promoting the draft Law on personal data protection in a new version, 
as well as other draft legislative acts ........................................................................................... 38 

2.6. Opinions on draft normative acts with reference to the section that concerns the 
personal data protection................................................................................................................. 40 

2.7. Transborder transfer of personal data ................................................................................... 42 

CHAPTER II. Transparency in decision-making process, communication 
and public relations, promoting the data protection area by informing 
citizens……………………………………………………………………………...44 

CHAPTER III. International Cooperation...................................................... 47 

a) development of cooperation relations with foreign states and international 
structures… ...................................................................................................................................... 47 

b) attendance to International Conferences on personal data protection topics. T-PD 
membership. The advantages of the Republic of Moldova. ....................................................... 47 

c) Conclusions on "personal data protection" within the evaluation missions in the 
context of the European integration aspirations of the Republic of Moldova ......................... 49 

d) assistance programs ............................................................................................................ 50 

CHAPTER IV. Human resources and economic management ................. 52 

a) human resources .................................................................................................................. 52 

b) elaboration and execution of the budget of the National Center for Personal Data 
Protection ......................................................................................................................................... 52 

c) personnel remuneration ..................................................................................................... 542 

CHAPTER V. Consultative Council .............................................................. 55 

CHAPTER VI. Issues faced by the National Center for Personal Data 
Protection during 2010 and the objectives set for 2011 ............................ 57 

a) issues faced by the National Center for Personal Data Protection during 2010 .......... 57 

b) objectives set for 2011 ......................................................................................................... 58 

 



 
5 

 



 
6 

 



 
7 

 

INTRODUCTION 

 
In order to inform the society about the activity of 
the National Center for Personal Data Protection 
of the Republic of Moldova (hereinafter the 
Center) about the prior problems and concerns on 
the protection of the rights of individual with 
regard to the processing of their personal data, 
the Center presents the Annual Report on activity 
for 2010.  

This report is a synthesis of the main activities 
carried out during 2010 year, a presentation of 
the dynamics of evolution of personal data 
protection field in the Republic of Moldova, as 
well as an analysis of the necessary actions to be 

undertaken in order to achieve the overall objective of ensuring an adequate level 
of protection of personal data in the country. 

I extent my hope that the aspirations of the Republic of Moldova to implement at the 
national level the principles and values promoted by the European Union, represent 
an additional argument that the national authority for personal data protection shall 
act with complete independence, as a guarantee for the protection of the rights and 
fundamental freedoms of individuals, notably the right to privacy with regard to the 
processing of personal data. 

According to the Article 11, paragraph 7 of the Law on personal data protection in 
order to ensure the confidentiality of personal data ascertained during the Center’s 
activity, the information from presented cases are rendered anonymous being given 
the fact that these data can not be associated to an identified or identifiable person.   

 
Sincerely, 
 
 
 

Vitalie PANIŞ 
Director 
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ORGANIZATIONAL CHART 

of the National Center for Personal Data Protection 

 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

(staff-limit of the National Center for Personal  
Data Protection, 21 units)1 

 
 
 

Subdivisions of the Center Telephone ** E-mail 
Planning and Economical-Financial 
Department 820-803 finante@datepersonale.md 

Legal and Public Relations Department 820-804 jurist@datepersonale.md 

Evidence and Control of Personal Data 
Holders  Department 820-805 control@datepersonale.md 

External Relations and European 
Integration Department 820-806 externe@datepersonale.md 

 
** International and interurban calls +373-22-XXX-XXX 

                                                             
1 The Law no. 182-XVI of 10.07.2008 regarding the approval of the Statute, structure, staff-limit and 
financial arrangements of the National Center for Personal Data Protection. 
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CHAPTER I. 
 

The activity of the National Center for Personal Data Protection  
according to functional competences 

 
1. What represents the national authority for personal data protection in 

fact? 
 

In a state without an appropriate experience on personal data protection 
subject, where the concepts of "private life”, "personal data" or "personal space" 
only become known, where the political turbulences in conjunction with the financial 
crisis threat the support of social, medical, economic projects, etc., the society 
mostly does not understand the need of establishing new authorities financed from 
public funds, what is their role and efficiency and why the results obtained by these 
authorities are not tangible in the first years of activity. 

Without an explanation of the necessity for the existence of these structures, 
the citizen will not understand why the Republic of Moldova afford the luxury of 
spending about 1,7 million lei to fund the National Center for Personal Data  
Protection - a new public authority, created in 2009. 

In this regard are relevant the conclusions of a comparative study on different 
approaches to new privacy challenges, in particularly in the light of technological 
developments, made in 2010 by the European Commission, Directorate General for 
Justice, Freedom and Security. It was recognized that since the European 
Commission had proposed the first Directive on data protection in 1990, dramatic 
technological changes have been occurred. The Internet has changed the policies 
of governments by analyzing and sharing information on their citizens in response 
to fears of terrorist attacks, a tendency that has been intensified since 2001 upon 
the establishment of headings: "national security" and "anti-terrorism purposes" - 
including the monitoring of the financial transactions to reduce money laundering. 
Many governments have taken over the power requiring the Internet service 
providers to make their networks "capable of intercepting and storing the data about 
the clients’ communications for further access to by officials”, data protection being 
considered an obstacle to such state policies. 

The Republic of Moldova has also adopted the Law on preventing and 
combating cybercrime2, which put in the charge of the service providers the 
monitoring, supervising and keeping the traffic data for a period of at least 180 
calendar days in order to identify the service providers, users and the channel 
through the communication was transmitted.3 

In this regard, nowadays the person is almost under monitoring: in house hall, 
in the street, in the shop, at work, at entertainment places, using the Internet 

                                                             
2 Law No.20-XVI of 03.02.2009 on preventing and combating cybercrime. 
3 Constitutional Court of Romania declared the provisions of similar law on data retention as unconstitutional. In the 
Constitutional Court Decision no. 1258 of 08 October 2009 regarding the unconstitutionality exception of the provisions of 
Law no.298/2008 regarding the retention of the data generated or processed by the public electronic communications 
service providers or public network providers, as well as for the modification of law 506/2004 regarding the personal data 
processing and protection of private life in the field of electronic communication area. 
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resources, etc., apparently being forced to undergo the regime of silence and 
inaction to qualify for that status to "privacy". 

Proceeding from these realities, to oblige the Contracting Parties to the 
Additional Protocol to the Convention for the protection of individuals with regard to 
automatic processing of personal data regarding supervisory authorities and 
transborder flow of personal data, to establish national authorities for personal data 
protection, seems to be as a counterweight to the dynamic process of automatic 
processing of personal data. 

In accordance with the provisions of this international treaty, the Parties should 
establish the supervisory authorities, which constitute an essential component of 
the effective protection of individuals with regard to the processing of personal data, 
endowed with the responsibility for ensuring measures provided in its domestic law 
to give effect to the basic principles for data protection and transborder data flows. 

The need for ensuring an adequate level of personal data protection is a 
mandatory condition mentioned in the texts of the Association Agreements, Plans 
on visa liberalization regime, concluded by different countries with European Union, 
or in partnership Agreements with EUROJUST or operational Agreements with 
EUROPOL. 

The Republic of Moldova after the ratification of the Convention no. 108 for the 
protection of individuals with regard to automatic processing of personal data 
(hereinafter the Convention No.108) in 2009 established the National Center for 
Personal Data Protection with the statute of a national public authority, autonomous 
and independent of other authorities and entities, financed from the state budget 
with a staff - limit of 21 units, its attributions are established in the Law on Personal 
Data Protection4 and in the Regulation of the Center’s activity5. 

The head of the Center (Director and Deputy Director) is appointed by the 
Parliament for a 5 year mandate, with the status of state functions6, not to be 
appointed on political basis7. 

 
 

2. The main areas of the activity of the National Center for Personal 
Data Protection  

 
2.1.The analytical activity 
 
During 2010, the Center has launched the activity of comparative analysis of 

the specific legislative framework regulating the processing of personal data, of 
offering instructions to personal data holders in order to bring the processing 
operations of personal data in accordance with legal provisions, as well as of 
informing the society and the head of State regarding the identified issues. 

Thus, this activity was aimed at the following areas: 
  

                                                             
4 Law No. 17-XVI of 15.02.2007 on personal data protection. 
5 Law No. 182-XVI of 10.07.2008 regarding the approval of the Statute, structure, staff-limit and financial arrangements 
of the National Center for Personal Data Protection. 
6 Law No. 199 of 16.07.2010 on the persons statute with dignity functions. 
7 Constitutional Court Decision No. 29 of 21.12.2010 of the Republic of Moldova to control the constitutionality of Law No. 
95 of 21 May 2010 “to rectification and supplementation of some legislative acts”. 
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 The processing of personal data by the courts in the legal 

documentation of the population 
 
The analysis of the situation regarding to the "Respect for privacy and data 

protection principles within judicial information system of the Republic of Moldova" 
took as its starting point the circumstances found out during several investigations 
on personal data processing legitimacy. 

It was noted that the legal documentation of the citizens is a very important 
aspect, amplified in the Recommendation no. R (95) 11 of the Committee of 
Ministers of the Council of Europe concerning the selection, processing, 
presentation and archiving of court decisions in legal information retrieval systems8 
(Recommendation No. R (95)11), and the transparency of judicial act is one of the 
objective of the Strategy for strengthening the judicial system9. 

According to this Strategy, the judicial system must act as a public service not 
only by administration of justice but also by establishing a new type of relationship 
between justice and individual, it is noted that public information should be available 
on the websites of the courts, the Superior Council of Magistracy and the Ministry of 
Justice, with strict compliance of the rules on personal data protection. 

In addition, after the amendments made in the Law on judicial organization, 
the courts have been obliged to publish their decisions on their websites. As a 
result, the Superior Council of Magistracy has approved by Decision No. 472/21 of 
18 December 2008 the Regulation on publication of judgments on the website, 
which, moreover, was not published in the Official Gazette of the Republic of 
Moldova as it is laid down in the Article 8¹, paragraph (1) of the Law on the Superior 
Council of Magistracy. 

In accordance with the point 10 of the above mentioned Regulation, the court 
based on the nature of the information contained in the decision related to heritage 
of the parties, inheritance rights, personal life and other information that needs to 
be protected, can draw up the decisions: 

- replacing the full names of the parties and of other participants in the process 
with initials of first and last name; 

- excluding the information about parties and other participants in the process, 
as: date of birth, place of employment and positions, home address, legal address, 
heritage data, registration number of the transport, etc. 

The Center remarked that on the courts’ websites are posted under full and 
unrestricted access the judicial decisions which contain a tremendous volume of 
personal data relating to identified and identifiable natural person, such as: name, 
surname, patronymic, year of birth, origin, residence, nationality, citizenship, 
education, information that relates to the physical, physiological, psychological, 
economic specific factors of individuals, to criminal convictions, etc. 

This situation is in contradiction with the provisions of the Convention No. 108 
and the Directive 95/46/EC of the European Parliament and of the Council of 24 
                                                             
8 Recommendation No. R (95) 11 of the Committee of Ministers of the Council of Europe regarding the selection, 
processing, presentation and archiving of court decisions in legal information retrieval systems, adopted on 11 
September 1995 at the 543rd meeting of the Ministers’ Deputies. 
9 Parliament Decision No. 174-XVI of 07/19/2007 on approval the Strategy for Strengthening the Judicial System and 
Action Plan for the Implementation of the Strategy for Strengthening the Judicial System. 
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October 1995 on the protection of individuals with regard to the processing of 
personal data and free movement of such data (the document which concretize and 
amplify the principles stated in the Convention No. 108) and of the Law on personal 
data protection. 

Moreover, the personalized publication of judgments on websites is in 
contradiction with the provisions of the Recommendation No. R (95) 11, which 
stipulates that "any aspect of privacy and protection of personal data, arising on 
judicial information systems shall be regulated in compliance with the national law 
and with the principles laid down by the Convention on the Protection of Individuals 
with regard to Automatic Processing of Personal Data Protection". 

Where the personalized judgments are included in the data sources which are 
available to open public, the consent of the personal data subjects is mandatory in 
spite that the court decisions contain not only the information related to an identified 
or identifiable natural person, such as name, year of birth, residence, education, 
place of employment, etc., but, also specific aspects of their family and private life, 
including health, or criminal convictions. 

It was found out that personal data, including the special categories of those 
data, are legally collected within the criminal and judging procedures, even against 
the data subjects’ will and consent, as it is established by the Article 15 of the 
criminal procedure Code or Article 23 of the civil procedure Code. 

Despite this, the intrusion in the private life of individual by court’s 
representatives cannot continue beyond the limits of judicial cases, including the 
personalized judicial decisions in data sources available to open public, violating 
the principle stated in Article 5, b) of the Law on personal data protection (to be 
collected for definite purposes and not used in a way incompatible with those 
purposes). 

Use of information technologies and communication for jurisprudence 
dissemination is increasing, and the fact that the courts tend to develop the 
electronic services for dissemination of judicial information, arise considerable fears 
regarding personal data protection. 

In this respect, to ensure an adequate level of personal data protection is 
especially necessary as the means of navigation and the capacities of information 
systems are more developed. For example, imagine the ease with which a user 
who possesses the necessary information could collect all the judicial data on 
dismissing for serious reasons by extracting the name and address of employees 
appeared in courts, or could identify the doctors whose liability was accused by 
courts. It becomes very easy to evaluate in statistical form the behavior of a judge 
to various conflicts (for instance: in cases of convictions against life, against political 
rights, against family, etc.) or to associate the name of a lawyer to a percentage of 
win cases. 

Both the Article 10 of Law on judicial organization and Article 22 paragraph 1, 
(h2) of the Law on the judge status, which stipulates the necessity of judgments 
publication on the courts’ websites by the Computerized Program for Cases 
Management, intend to protect the citizen against arbitrary attitudes, to guarantee 
his access in court room during the judicial debates and to analyze the reasons of 
these judicial decisions. 
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However, the purpose of the court decisions publication is to stimulate 
discussion on the jurisprudence as a source of law and not to inform the third 
parties about the personal data of individuals involved in litigations. In other words, 
any indexing of judgments under the name of the parties or others persons involved 
in litigation should be prohibited. 

The possibility to retrieve through the judicial centralized data banks the 
judicial history of a person, presents the disproportionate risks related to the 
personal data protection in relation with the traditional methods of access or 
publication of jurisprudence. For example, at the moment it is very easy, using the 
name of the person and accessing the site www.csj.md, to find out if this person 
has been convicted (after the data bank has been established), or has been 
mentioned in any civil cases. 

Meanwhile, the information on individual’s convictions represents the special 
categories of personal data which can not be processed besides the exceptions 
provided in the Article 5 of the Convention No.108 and which can not be made 
public, except for certain special clauses. 

It is important to take into account the need of ensuring the balance between 
the right of public information and the obligation of the signatory country of the 
Convention No.108 to ensure the right to the personal data protection, including 
when these data are processed with regard to electronic dissemination of the 
judicial decisions. This balance may vary according to the various criteria related to 
the specific of litigation or categories of involved persons. 

Under this, the Center has given the recommendations to the Superior Council 
of Magistracy to include in the Regulation on the judgments publication on the 
website the guidelines regarding the publication of the judicial decisions and certain 
rules for the processing of personal data, as follows: 

1. Names of parties and participants at the process shall be replaced with the 
initials in all issued decisions in the criminal and administrative cases, as well in 
cases which concern: 

- disputes at law that arise from family and work legal relation; 
- adoption; 
- minors; 
- limitation of the capacity for exercise or the declaration of incapacity; 
- approval of forced hospitalization and forced treatment; 
- approval of the psychiatric examination or stationary  hospitalization in the 
psychiatry; 

2. Names of parties and participants at the process shall be replaced with the 
initials  each time, where mentioning the name may cause damage to the legitimate 
interests of the personal data subject; 

3. When the identity of the party can be easily restored even mentioning the 
initials,  shall be used another way of depersonalization, for example, replacement 
of the name with arbitrary letters X, Y or Z; 

4. It could be designed the automated depersonalization of data related to the 
parties in the dispute at law, in case of the electronic publication of judicial 
decisions. 

Another recommendation of the Center regarding the possibility to offer an 
application form to the parties at the process, so they give their express consent to 
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the processing of personal data for including the personalized judicial decisions 
concerning them in the sources of data available to open public or its publication in 
accordance with the Articles 6, 7 and 8 of the Law on personal data protection. 

A third recommendation of the Center leaded to examining the possibility of 
taking over the practice applied by the European Court of Human Rights, according 
that the plaintiff who doesn’t wish to disclose his identity shall specify this and 
submit a statement of reasons which justify the derogation which otherwise would 
be completed with the possibility that the courts decide the depersonalization of the 
decisions in certain cases (as it is mentioned above). In this case, a form clearly 
establishing the right to refuse and the possibility of exercise it can be deliver to the 
parties before the examination of the litigation in the court. 

 
 Personal data processing within interception of telephone calls and 
other comunications, including information collection from the electronic 
communications institutions within the criminal proceedings   

 
In the context of exercising the functional duties during 2009-2010, the Center 

has ascertained some impediments that make impossible the legal intervention in 
order to perform the control over the processing of personal data in the sector of 
electronic communications appropriately to the requirements of the law on personal 
data protection.  
     In spite of the fact that certain competences in this regard has the National 
Agency for Regulation in Telecommunications and Informatics10, the interaction 
between personal data holders (providers) and recipients (law enforcement bodies) 
is regulated in particular by a departmental normative act – the Instruction on the 
organization and carrying out operative investigation measures in electronic 
communications networks11 (hereinafter the Instruction). 

This departmental normative act, supposed to be elaborated in accordance 
with the provisions of the Article 4 of the Law on Operative Investigation Activity 
and Article 20, paragraph (3) of the Law on  electronic communications, establishes 
some conditions which are in contradiction with the principles of personal data 
protection, limits the right of individual to privacy and completely excludes the 
possibility of exercising any control by the providers to the operations processing of 
personal data of the networks users and/or electronic communication services – 
subjects of personal data. 

In fact, a group of six people requested the Center, invoking an alleged case of 
infringement the right to privacy through the illegal interception of telephone calls 
during a long period of time. The plaintiffs have claimed that during the years 2008-
2009, when they had been working at the Ministry of Internal Affairs, their personal 
data have been processed by the representatives of law enforcement bodies 
through illegal interception of telephone calls and information collection from the 
providers of electronic communications services. 
                                                             
10 According to the provisions of Article 8 paragraph (6) of Electronic Communication Act no. 241-XVI of 15.11.2007, the 
National Agency for Regulation in Telecommunications and Informatics promote the end-users interests by: 

b) contributing to a more superior level of personal data protection. 
 

11 Instruction on the organization and carrying out operational measures of investigation in electronic communications 
networks, approved by Joint Order No.44, 249, 91 of 14 July 2008 of the Information and Security Service, the Ministry of 
Internal Affairs and the Center for Combating Economic Crimes and Corruption. 
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Moreover, the plaintiffs supposed that the interception of telephone calls and 
lifting of the entry – exit call list was possible following the counterfeiting official 
documents submitted to the examining magistrates in order to obtain the 
authorization for these actions, by placing their number of subscriber under other 
names.  

This serious allegations, based on the European Court for Human Rights 
ascertainments (hereinafter ECHR) in the case of “Iordachi and others v. Moldova”, 
but also on the recent informing press-releases of the Office of the Prosecutor 
General regarding the  unlawful interception operation of the telephone 
conversations of several political figures carried out by the Information and Security 
Service, have served the ground for initiating by the Center the control of personal 
data processing legitimacy.  

It should be mentioned that the information about the subscriber, the 
information on incoming and out coming calls and the content of telephone 
conversations represents personal data which falls under such notions as “privacy” 
and “correspondence” in respect of Article 8 of the Convention for the Protection of 
Human Rights and Fundamental Freedoms (hereinafter ECHR). 

At the same time, in accordance with provisions of Articles 13 and 14 of the 
Law on personal data protection, the personal data holders (in the described case- 
the providers of electronic communication services), are required to ensure the 
confidentiality of their clients’ personal data, as well to take the necessary 
organizational and technical measures for personal data protection against unlawful 
or accidental access, destruction, modification, blocking, copying, dissemination, as 
well other illicit actions.  

Any personal data subject has the right to require information about his 
personal data, subjected to the processing, about any information as to their 
source, to whom they were transmitted or will be transmitted12, this right of access 
shall be limited when the processing of personal data, including those obtained as a 
result of operative action of investigation, counter-espionage and espionage, is 
carried out for the purposes of national security, state defense and public order 
protection13. 

At the same time, despite the existence of legal opportunities to limit at the 
national level the data subjects' right of access to data concerning them, the Article 
10 of the European Union Council Framework Decision 2008/977/JHA of 27 
November 2008 on the protection of personal data processed within the police and 
judicial cooperation in criminal matters establishes that any transmission of 
personal data must be recorded by personal data holder for further control of the 
data processing legitimacy, for self-monitoring and for ensuring the proper security 
and integrity of data, as well as that the competent supervisory authority for data 
protection shall be notified on this filling.  

Additionally, the Directive 2002/58/EC of the European Parliament and of the 
Council of 12 July 2002 concerning the processing of personal data and the 
protection of privacy in the electronic communications sector - a document that 
comes to amplify and to materialize the principles inserted in the Convention 

                                                             
12 Article 10 paragraph (1) of the Law no.17 XVI of 15.02.2007 on personal data protection. 
13 Article 10 paragraph (2) of the Law no. 17 XVI of 15.02.2007 on personal data protection.  
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No.108, expressly indicates the exceptions to the rules on electronic 
communications' confidentiality14. 

In this regard, the Center generalizing the content of the responses submitted 
by the electronic communications providers to the applicants, has found out the 
infringement of the rights of access and information by these personal data holders, 
guaranteed by the Article 10, paragraph 1(a), (b) and (d) of the Law on personal 
data protection. 

At the same time, during the initiated investigation, with the involvement of the 
Ministry of Justice, the Office of the Prosecutor General, the Security and 
Information Service, the Ministry of Internal Affairs, and the mobile operators, the 
Center has made the substantial efforts in order to control the compliance of 
personal data processing with the provisions of the Law on personal data 
protection. 

As a result, the mobile communications operators have refused to submit the 
relevant materials and information by making unfounded reference to the provisions 
of Article 212 of the Criminal Procedure Code, and also to the provisions of 
nominated Instruction, according to they don’t control and don’t record the 
interception operations carried out by the representatives of Security and 
Intelligence Service (hereinafter the SIS); The Ministry of Justice that was 
requested to submit information collected from the magistrates, has  delivered the 
Center’s request to the Office of the Prosecutor General, without providing any 
additional data; The Security and Intelligence Service has refused to provide the 
information justifying that this information is related to secret category of 
information, and the Office of the Prosecutor General has categorically stated that 
as a result of the investigation carried out by this authority, it was not found out that 
certain interception operations of plaintiffs’ communications had been carried out. 

This practice, in corroboration with the controversial nature of the information 
submitted by the authorities, have proved the unsatisfactory level regarding the  
implementation at the national level of the principles established in the Convention 
No.108 and in the Additional Protocol to the Convention for the protection of 
individuals with regard to automatic processing of personal data, regarding to the 
supervisory authorities and transborder data flow, proving also the absence of the 
effective mechanisms that would efficiently ensure the balance between the right of 
individuals to privacy and the measures taken in order to protect public safety, 
defense and state security or to enforce the criminal law. 

                                                             
14 Article 15 of Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the 
processing of personal data and the protection of privacy in the electronic communications sector: 

(1) Member States may adopt legislative measures to restrict the scope of the rights and obligations provided for in 
Article 5, Article 6, Article 8(1), (2), (3) and (4), and Article 9 of this Directive when such restriction constitutes a 
necessary, appropriate and proportionate measure within a democratic society to safeguard national security (i.e. 
State security), defence, public security, and the prevention, investigation, detection and prosecution of criminal 
offences or of unauthorized use of the electronic communication system, as referred to in Article 13(1) of Directive 
95/46/EC. To this end, Member States may, inter alia, adopt legislative measures providing for the retention of data 
for a limited period justified on the grounds laid down in this paragraph. All the measures referred to in this paragraph 
shall be in accordance with the general principles of Community law, including those referred to in Article 6(1) and (2) 
of the Treaty on European Union. 

(1b)  Providers establish the internal procedures to respond to all requests for access to the users’ personal 
data on the national provisions adopted in accordance with paragraph (1). Upon request, they provide to the 
competent national authority the information about these procedures, the number of received requests and 
the invoked legal justification and its response.    
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Subscribers’ data, processed within the electronic communications area in 
order to establish connections or to transmit information, contains information about 
the private life of individuals and fall under the right to respect for confidentiality of 
correspondence. 

In this respect, the obligation to inform the subscribers regarding to the 
purpose or purposes of the public lists in which will appear their personal data 
should be entrusted to the party which collects the data for the lists and when the 
data can be transmitted to one or more third parties, the subscriber should be 
informed about this and about the recipient or category of recipients of these data. 

At the same time, the electronic communications service provider must 
therefore take the necessary technical and organizational measures to ensure the 
secure of his services, the measures need to guarantee both the availability of 
personal data only to the authorized personnel and only for purposes authorized by 
law and the protection of personal data stored or transmitted, as well as the 
protection of network and services. 

These obligations of the electronic communications services providers can not 
be satisfied in certain situations because in some cases they are completely 
removed from the investigation actions of the processing of their subscribers’ 
personal data. 

Thus, the Center has ascertained that in accordance with the provisions of 
item 14 of the Instruction, the justified order on carrying out of the telephone 
tapping of conversations, the examining magistrate’s decision, as well as the 
materials that served as basis for taking the decision on the tapping telephone 
conversation are not submitted to the provider and are stored, respectively, at the 
body empowered to carry out the operative investigation activity of at the criminal 
investigative body, at the entrusted prosecutor and at the examining magistrate. 

The provision of item 14 which removes the electronic communications service 
provider from the investigation actions of the processing of their subscribers’ 
personal data is incomprehensible where are analyzed  the rules included in item 
20 and 22 of the same Instruction under which the mentioned information in item 18 
(the available information, generated or processed in the delivery of their electronic 
communications services necessary to identify and track the  electronic 
communications source, the identification of destination, the type of date, time and 
duration of electronic communication, identification the electronic communication 
equipment of the user or other device used for communication, the identification of 
the mobile terminal equipment details) is submitted by the provider on the basis of 
the extract from the examining magistrate’s conclusion regarding the authorization 
of the collection of respective information, and the number and date of the 
examining magistrate’s conclusion and the responses of providers are recorded in  
special registers by the providers. 

This amount of information, apparently, is enough for personal data holder and 
for subsequent investigations need to be carried out by the Center, the competent 
authority in the field of personal data protection to ensure the legally aspect. 

Moreover, namely this amount of information must be notified to the providers 
in accordance with the provisions of item 5.2 of the International Requirements and 
Rules of User established by the EU Council Resolution of 17 January 1995 on the 
lawful interception of telecommunications (96/C329/01)–the document that is 
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mentioned by the way in item 2 of the Instruction and in accordance with the 
mentioned operational measures should be met.  

Thus, item 5.2 from cited Requirements expressly provides that "law 
enforcement agencies require network operators/service providers to ensure that 
intercepted communications are only transmitted for a monitoring to be specified in 
the interception authorization". 

At this chapter, in the case of Rotaru v. Romania, the ECHR noted that "since 
the implementation in practice of measures of secret surveillance of 
communications is not open to scrutiny by the individuals concerned or the public at 
large, it would be contrary to the rule of law for the legal discretion granted to the 
executive to be expressed in terms of an unfettered power. Consequently, the law 
must indicate the scope of any such discretion conferred on the competent 
authorities and the manner of its exercise with sufficient clarity, having regard to the 
legitimate aim of the measure in question, to give the individual adequate protection 
against arbitrary interference”. 

Where the Criminal Procedure Code of the Republic of Moldova (Articles 135-
136), to a certain extent, establishes the duration within which the right of access to 
personal data of person concerned is limited, as well the actions which need to be 
taken by the investigative judge to the expiry of the term, the provisions of the Law 
on operative investigation activity are different. This law does not establish the 
period for which is valid exception indicated in Article 10, paragraph (2) of the Law 
on personal data protection, and does not provide that the investigative judge or 
other state representative shall to inform the person concerned weather he/she was 
subject to an interference with privacy. 

In essence, the person who was the subject of an interception of telephone 
conversations under the Law on operative investigation activity and in accordance 
with the provisions of the Instruction, are likely to remain uninformed about this 
processing operation of personal data, and that data concerning him are intended 
to be stored and kept for an undetermined period of time in the files of the bodies 
empowered to conduct these operative investigation measures. 

In this regard, other provisions of the Instruction are relevant, such as: 
     - the obligation of providers (as specified in the item 8 sub point 10 of the 
Instruction) monthly, to present in electronic form to the Information and Security 
Service, and upon request,  in operative interest, more often than, the up-to-date 
subscribers’ databases (which will contain obligatory the correlation of ASDN and 
IMSI numbers, owner’s name, if known, the holders of static IP addresses, the 
correlation of dynamic IP addresses and their holders), as well as other necessary 
information(?) for carrying out the operative investigation measures within 
electronic communications networks.  

Based on this provision, the submission of mentioned personal data, and 
"other necessary information”, which are not specified, is realized automatically 
each month, apparently in the absence of certain supporting documents that would 
determine the purpose of the processing of these categories of data in relation to 
the legal standing of the person concerned or of the activity performed by a 
concrete  person and referring to the national security, public safety or economic 
welfare of the country, maintenance of the order of law and prevention of crimes, 
protection of health or morals, or protecting the rights and freedoms of others. The 
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provision is diffused and does not establish with sufficient clarity the extent of 
discretionary power and how it can be exercised to pursue the legitimate purpose. 
     - or the provision of item 9, sub item 3 and 4 of the Instruction, according to 
which the Security and Intelligence Service is “obliged” to organize the networks for 
transmission of the intercepted communications to its specialized division and 
subsequently to the relevant specialized subdivisions of the bodies empowered to 
carry out the operative investigative activity or to prosecution bodies, as well to 
provide the registration, usage and storage of intercepted communications as set 
forth.  

These "obligations", apparently, create premises for personal data that related 
to a certain person to be processed in parallel by the SIS (which after the tipping 
transmits these data, initially to its specialized subdivision for registration and 
retention) and other authorities which have ordered and received authorization to 
conduct intercepts.  

In this case, the Instruction creates conditions for violation of the provisions of 
Article 5 of Law on personal data protection and the situation when in fact there is 
no any examining magistrate’s authorization, the SIS is processing personal data of 
all persons - subjects of the interception of communications, which are indexed in 
the secret files. 

Consequently, based on the mentioned arguments and in order to overcome 
the created situation which is considerate to be a problematic one, preventing to 
exercise by the Center the control of the compliance of personal data processing in 
electronic communications with the provisions of the Law on personal data 
protection, the Center proposed: 

 Initiating the review of the Instruction on the organization and carrying out 
of the operative investigative measures in electronic communications 
networks, approved by Joint Order No. 44, 249, 91 of July 14, 2008 of the 
Security and Intelligence Service, the Ministry of Internal Affairs and the 
Center for Combating Economic Crimes and Corruption (in particular the 
provisions of item 8, 9, 14, 31, 32) and the content analysis of this  
interdepartmental regulatory act in order to assess their inter-compatibility 
with the Constitution of the Republic of Moldova, with legislative acts and 
other acts for which performance was issued and with the rules of 
Community law; 

 Finalizing the draft Law on operative investigative activity and the Criminal 
Procedure Code referring to "intercepting communications"; 

 Speeding up the procedures related to the promotion of the draft Law on 
personal data protection in a new version as well of the draft on 
completing of the Contravention Code (by including the accountability for 
offenses affecting the rights and freedoms of individual to the processing 
of his/her personal data). 

 
 Personal data processing in the processing of documents from the 

Archive Fund of the Republic of Moldova 
 
The reason for this analysis has served the activity of the Commission for the 

Study and Evaluation of the Communist Totalitarian Regime in the Republic of 
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Moldova (hereinafter the Commission) established by the decree of the acting 
President of the Republic of Moldova No 165-V of 14. 01. 2010; the information 
posted on March 22, 2010 on the website www.secret.gov.md in accordance with 
which the Interdepartmental Commission for the Protection of State Secret decided 
to declassify the archive fund of the former Communist Party of the Republic of 
Moldova, stored in the archive of the social political organizations, but also to 
disseminate, in August 2010, the information regarding the intention of several 
public authorities such as: the Security and Intelligence Service, the Ministry of 
Internal Affairs and the Office of the Prosecutor General to transmit the files stored 
in their special deposits to the National Archive of the Republic of Moldova.  

As a result of the analysis of legislative and regulatory framework on 
mentioned field it was noticed the lack of sectorial regulations regarding the 
safeguards of confidential and security regime of the processing of personal data 
from the archived documents, therefore, the Center had intervened with relevant 
information to the competent authorities. 

It shall be mentioned that under the terms of Article 5 of the Convention No. 
108, personal data undergoing automatic processing shall be preserved for no 
longer than is required for the purposes for which those data are stored and not 
used in a way incompatible with those purposes. 

In compliance with these principles relating to the quality of data, the Article 9 
of the Law on personal data protection stipulates that the conditions and time 
periods of personal data storage shall be established by the law, taking into 
consideration the purposes of these data collection and observing the rights and 
fundamental freedoms of the personal data subject. After expiration of the storage 
time, the personal data shall be destroyed in the way established by the law, but 
data from the state registers can remain in permanent preservation receiving the 
status of archive document. 

In this respect the Law on the Archive Fund of the Republic of Moldova that 
establishes the basic principles of organizing the work of completing, recording, 
storage and use of the Archive Fund of the Republic of Moldova becomes 
applicable in the context of the Article 9 of the Law on personal data protection. 

It should be noted, however, that the transition of the documents and files 
containing personal data in the archive doesn't mean that these data had obtained 
the status of documents “accessible to open public''. 

Thus, under the terms of the Article 13 of the Law on personal data protection, 
the personal data controllers and the third parties who obtained the access to such 
data are required to ensure the confidentiality of such data, excepting: 

 in case of request submission by the personal data subjects; 
 in case of  personal data depersonalization; 
 personal data are accessible to open public; 
 after the expiration of 100 years of personal data storage from the 

moment of their input into the database. 
Proceeding from the reason (29) of the Directive 95/46/EC of the European 
Parliament and of the Council of 24.10.1995 on the protection of individuals 
with regard to the processing of personal data and free movement of such 
data — the further processing of personal data for historical, statistical or 
scientific purposes is not generally to be considered incompatible with the 
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purposes for which the data have previously been collected provided that 
Member States furnish suitable safeguards; whereas these safeguards must 
in particular rule out the use of the data in support of measures or decisions 
regarding any particular individual.  

At the national level these ''appropriate safeguards'' are laid down in 
Article 15 of the Law on personal data protection which stipulates 
imperatively and without possibility of interpretation that for scientific, 
statistical, sociological, medical, etc purposes, the personal data controllers 
depersonalize them, by withdrawing from its the part that permits the 
identification of the natural person, rendering them into anonymous data, 
which can not be associated with an identified or identifiable person. 

Thus, during the scientific, historical researches or otherwise as well in 
other cases when it is allowed the legal access to documents or to archive 
files, the right to family and private life inviolability must be guaranteed 
(Article 28 of the Constitution of the Republic of Moldova), as well the security 
and confidentiality regime of personal data processing (Articles 13 and 14 of 
the Law on personal data protection), a regime that is canceled in case of 
depersonalization of these data. 

In this way, the individual or any other entity to whom is giving the 
access to the archive documents and files shall be familiarized with the 
requirements of the en force national law on personal data protection, in 
particular to the requirements on their confidentiality and characteristic. 

These measures representing a contract or a commitment of the 
parties must be specified in written form in an official standard form 
elaborated in accordance with the provisions of the Law on personal data 
protection, which in addition to the information, rules and obligations 
concerning principles of personal data protection would establish firmly the 
accountability of the person or entity who has obtained the access to these 
data for their further processing. 

Considering the provisions of the Regulation, approved by the 
Government Decision No. 400 of 09. 06. 199415, the Center has proposed to 
the State Archive Service of the Republic of Moldova to initiate the revision of 
the legal framework regulating the organization of the activity of completing, 
handling, storage and use of the Archive Fund of the Republic of Moldova in 
compliance with the provisions of the Law on personal data protection, as 
well to include in the departmental normative acts the special rules referring 
to the specific aspects of personal data protection and mechanisms for their 
implementation in the current activity of the subordinated institutions.  

 

                                                             

15 In accordance with the Regulation of the State Archive Service of the Republic of Moldova approved by the 
Government Decision No. 400 of 09. 06. 1994, the State Archive Service is the interdepartmental and supervisory body 
for the administration of the Archive Fund of the Republic of Moldova, empowered to elaborate normative acts regarding 
the activity of the archival institutions of the Republic of Moldova, as well to elaborate and approve the guidelines and 
instructions in archivist field. 
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 The processing of an excessive amount of personal data carried out 
by employers related to family members of the holders and 
candidates for public office. 

 
During 2010, the Center has been notified in several cases by the 

representatives of public authorities relating to the character, supposed to be 
unconstitutional, of several provisions of the Law no. 271-XVI of 18 December 2008 
regarding checking of the holders and candidates for public office, regarding the 
excessive volume of personal data collected by employers referring to the family 
members of the firsts.  

Following the analysis of the provisions and annexes of this legislation in the 
light of personal data protection principles, as well proceeding form the functional 
competence, it was concluded that: 

The adoption of the Law regarding checking of the holders and candidates for 
public office is an objective of the Action Plan for implementation of the National 
Strategy for the Prevention and Combating of Corruption for the years 2007 – 2009, 
approved by the Parliament Decision no. 413-XVI of 21.12.2006. The purposes of 
checking the information related to the citizens of the Republic of Moldova who hold 
public office or candidate for it16 are clearly indicated. 

The holder or candidate for public office is subject to the checking after 
completing the form which records the consent for the processing of the personal 
data concerning him and a questionnaire, both stipulated in the Appendix no. 1 and, 
respectively, no. 2 of the Law regarding checking of the holders and candidates for 
public office. 

In accordance with the provisions of above mentioned Law, the holder or 
candidate for public office is obliged to indicate in the questionnaire from the 
Appendix no. 2 the information on hold citizenships; incomes which they got 
together with wife/husband during the last year; property whose value exceeds 50 
000 lei and property of all types accumulated along with wife/husband at the date of 
the questionnaire completion, name, surname, patronymic, IDNP, year, month, date 
and place of birth, the citizenship of the wife/husband, parents and children, the 
position and the address of the organization where they are working or learning; the 
previous activities within the social-political organizations, etc.  

In fact, the amount and the character of the requested information containing 
personal data, contravenes the Articles 5 and 6 of the Law on personal data 
protection, as well the principles established in the Article 28 of the Constitution, the 
Article 8 of the European Convention for the Protection of Human Rights and 

                                                             
16 Article 3 of the Law no.271 – XVI of 18 December 2008 regarding checking of the holders and candidates for public office 
The control is performed for the purposes: 

-  preventing and combating corruption in public authorities; 
-  preventing to hold a public office by persons who present a threat to the national security interests; 
-  determining the degree of compliance by the holders and candidates of the requirements of employment  and 
 restrictions established by law; 
- preventing, detecting and excluding the risk factors; 
-     establishing the authenticity of the information indicated by the holders and candidates for public office in the   
documents submitted for their employment; 
- implementing the measures stipulated by law, aimed at excluding the facts that may constitute a threat to the  

national security interests. 
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Fundamental Freedoms and the Convention No. 108, seriously affecting the right to 
privacy. 

It should be mentioned that the right to privacy is a fundamental one, 
representing as a positive obligation of the state to protect this right, assumed by 
the Republic of Moldova through the Article 28 of the Constitution17, which is 
generally associated with "the sphere in which no one can mix without being 
invited, " described as the right to be "left alone" or "to keep himself, his family and 
his property away from the public". 

In this regard, the personal data processing, besides the exceptions 
exhaustively listed in Articles 6 and 7 of the Law on personal data protection can be 
carried out if the person concerned has given his consent18. 

The Article 9 of the Law regarding checking of the holders and candidates for 
public office states that "the checking is carried out with the written consent of the 
holder, of the candidate for public office, stated in the checking declaration, 
specified in Appendix no.1 (with the following text: the undersigned, (name, 
surname, patronymic) declare that the information that I have provided are 
authentic. I authorize the supervisory body to access and obtain the personal data 
and other information needed for the control, conducted in accordance with the Law 
regarding checking of the holders and candidates for public office. I authorize the 
access to the personal data relating to myself to the supervisory body and to the 
head of the public authority that I am hiring (working)”. 

Therefore, the Law regarding checking of the holders and candidates for public 
office does not regulate the way of submitting by the family members of the holder 
or candidate for public office the consent to the processing of personal data 
concerning them and which directly are related to acquired income and property. 
Moreover, this law does not regulate how to ensure the right to information of these 
subjects in accordance with the Article 10 of the Law on personal data protection 
and Article 11, paragraph 1 of the Directive 95/46/EC of the European Parliament 
and of the Council of 24 October 1995 on the protection of individuals with regard to 
the processing of personal data and free movement of such data19, and the 
consent, which form is specified in Appendix no.1 of the Law regarding checking of 
the holders and candidates for public office, covers only  the manifestation of will on 
authorizing the access to the supervisory body and head of the public authority to 
personal data which relates exclusively to the holder or candidate for public office. 

It is clear that while accepting a public office, an individual voluntarily gives up 
certain freedoms and rights. The civil servant is under a particular working regime, 
is prohibited to carry out particular activities, become the subject to income control 

                                                             
17 Article 28 of the Constitution of the Republic of Moldova: “The State shall respect and protect private and family life”. 
18 Article 4 of the Law no.17-XVI of 15.02.2007 on personal data protection: consent - any free, unconditional, concrete 
and conscious manifestation of will, by which the person concerned allows the processing of his personal data. 
19 Where the data have not been obtained from the data subject, Member States shall provide that the controller or his 
representative must at the time of undertaking the recording of personal data or if a disclosure to a third party is 
envisaged, no later than the time when the data are first disclosed provide the data subject with at least the following 
information, except where he already has it: 
(a) the identity of the controller and of his representative, if any; 
(b) the purposes of the processing; 
(c) any further information such as; the categories of data concerned; the recipients or categories of recipients; the 
existence of the right of access to and the right to rectify the data concerning him insofar as such further information is 
necessary, having regard to the specific circumstances in which the data are processed, to guarantee fair processing in 
respect of the data subject. 
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etc. However, these restrictions in any way should not have repercussions on 
family members of the holder and candidate for public office. 

For example, the information about incomes represents personal data and in 
accordance with the Article 92, paragraph (4) of the Tax Code shall be submitted 
until 1 March of the tax year immediately following the year, when the payments 
were made, to the beneficiary of these payments. Therefore, if these personal data 
are not directly collected from the person concerned or from the employer, there is 
a danger for their inaccuracy and, further to the violation of the principles of quality 
of this data set by the Article 5 of the Convention no.10820 and Article 5 of the Law 
on personal data protection21. 

According to the Law concerning checking of the holders and candidates for 
public office, verification of the information on Moldavian citizens who hold public 
functions or stand for its is done by the Security and Intelligence Service (SIS), the 
authority that executes this activity on the ground of the Article 9, item i) of the Law 
on the Security and Intelligence Service22 and while exercising of these attributions 
is entitled to obtain on, free of charge, the necessary information from the public 
authorities, enterprises, institutions and organizations, regardless of property type. 

Thus, to the collection and processing of the certain amount of personal data 
relating to the family members of the holder or candidate for public office direct by 
the SIS (with mandatory compliance with the provisions of the Article 10 of the Law 
on personal data protection), the consent of these personal data subjects would not 
be necessary, because these processing operations will be carried out for the 
exercising the duties which are in the field of competence of this public authority, in 
accordance with the Article 6, paragraph (6),  a) of the Law on personal data 
protection23. 

Having access to all evidence systems where are stored personal data (for 
example: the State Register of Population, the database of the Principle State Tax 
Inspectorate, the database of the State Chamber of Registration, the database of 
the cadastral offices, etc.), the SIS will be able to collect and summarize ex officio 
the information on the income and assets of the family members of the holder or 
candidate for public office, a fact that would avoid the conflict situations regarding 
the submission by the holder or candidate for public office of inaccurate, unfairly 
and outdated information and finally, that would avoid the violation of the principles 
established in the Articles 5 and 6 of the Law on personal data protection. 

In these circumstances, the state can not delegate the duties of the SIS to an 
individual – holder or candidate for public office, because will arise cases when, for 
example, the husband - judge, prosecutor or state official will be put in a situation to 
ask his wife’s employer to submit him the information on her income at the end of 
the calendar year. In this case it could be committed a misuse of position, and also 
the infringement of the confidential regime of the personal data relating to his wife. 
However, the relevant question is: What will be the procedure if the wife/husband 
                                                             
20 Article 5, d) - personal data undergoing automatic processing shall be accurate and, where necessary, kept up to date. 
21 Article 5, d) - personal data, which are the object of processing, shall be accurate and, if it is necessary, updated in 
due time. 

22 Article 9, i) The Information and Security Service is obliged upon the request of leaders of public authorities, in the 
conditions set by law, to verify and present information on persons who are awaiting enlistment into the public authorities. 
23 Law no. 17-XVI of 15.02.2007 on personal data protection. 

The Article 6, paragraph (6). The consent of personal data subject is not necessary when: 
a) the personal data are collected for fulfillment of duties which are in the field of competence of public authorities. 
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does not reveal the personal data on income and assets to the wife/husband – a 
holder or candidate for public office? 

Therefore, are relevant the provisions of the Article 372 of the Civil Code 
stating that assets that belonged to each spouse before marriage, as well as assets 
acquired during marriage by virtue of a contract of donation, by inheritance or in 
any other way with gratuitous title, shall be exclusive property of the spouse to 
whom those assets have belonged or by whom they have been acquired. Thus, 
these assets can not be declared common assets of spouses and information about 
those can provide just the husband whose property is located. 

Moreover, the information on multiple nationalities (section 7 of the 
questionnaire from Appendix no. 2 of the Law)24 is relevant only for the holders or 
candidates for public office that the Law expressly establishes the inability of 
appointment or election to this position in connection with a citizenship of another 
state. 

Otherwise, ensue from the arguments invoked in the ECHR judgment 
"Alexandru Tănase v. Moldova”, and in spite of excluding the text “also not hold 
citizenship of another country if applying for a position that provides the access to 
state secret" from the  Article 27 paragraph (1) g) of the Law on public office and 
status of the civil servant25, as well excluding the restrictions on holding the 
citizenship of another state from other specific legislative acts, the collection of such 
data contravenes to the provisions of the Article 5, c) of the Law on personal data 
protection, being excessive in relation to the purpose for which they are collected. 

In conclusion, some of the provisions from Appendix No. 2 of the Law 
concerning checking of the holders and candidates for public office26 regarding the 
collection of information containing personal data, contravene to the principles laid 

                                                             
24 In case of multiple nationality: the date of acquiring the citizenship of another state; the passport of that state (number 
and date of issue). 

 
25 The Article XV of the Law no.127-XVIII of 23.12.2009 on amending some legal documents. 
26 The highlighted and underlined text, taken from the sections of the Appendix no. 2 of the Law concerning the checking 
of the holders and candidates for public office, regarding  the collection of certain information contravene to, as 
considering the Center, the constitutional norms, as well to the principles of personal data protection: 

- “6. The citizenship previously held (country, date of acquiring and renunciation to the citizenship)". 
- “7. In case of multiple nationalities: date of acquiring the citizenship of another state; the passport of 

that state (number and date of issue)". 
- “9. Information about the husband (wife): name, surname, patronymic; IDNP, year, month, date and 

place of birth (village, city, municipality, district, country); nationality, held position and the address of the 
organization (enterprise, institution) where he/she is working or learning". 
- “10. Information about your parents and wife/husband parents: name, surname, patronymic; IDNP; year, 

month, date and place of birth (village, city, municipality, district, country); nationality, held position and 
address of the organization (enterprise, institution) where they are working". 
- “11. Information about children: name, surname, patronymic; IDNP; year, month, date and place of birth 

(village, city, municipality, district, country); nationality, held position and the address of the organization 
(enterprise, institution) where they are learning or working.” 
- “22. Indicate the income acquired by you and your husband (wife) in the course of last year". 
- “23. List the movable goods which value exceeds 50000 lei, and all types of immovable goods acquired by you 

and your husband (wife) till the date of completing this questionnaire". 
- “32. Did you work or are you working within the social-political organization and in which party are you 

registered as a member?". 
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down in the Article 28 of the Constitution of the Republic of Moldova, the Article 8 of 
the Convention for the Protection of Human Rights and Fundamental Freedoms, 
Convention No. 108 and Article 5 and 6 of the Law on personal data protection. 

In this context, the Center has proposed27 to the Center for Human Rights of 
Moldova to initiate the procedure of notifying the Constitutional Court for exercising 
the control of constitutionality of the Appendix No. 2 of the Law concerning 
checking of the holders and candidates for public office, as well stating 
unconstitutional the provisions subjected to the control of constitutionality. 

In all cases presented in sections I-IV, the Center has provided the specific 
instructions to bring the processing of personal data in accordance with the 
principles of personal data protection, recommending solutions in respect to the 
modification of the existing legal framework. 

We believe that the achievements highlighted in this section are presented as 
a fact of completing the formation and training process of the Center’s working 
team. 

 
 
2.2. Controls carried out in the field of personal data processing 

 
Compared with 2009 there was a steady increase in the number of personal 

data subjects’ requests on the alleged fact of infringement right to privacy. 
The requests’ content is, generally, referred to the processing of personal data 

during the operative investigative activities (phone tapping); during  the election 
campaigns (personalized transmission of information about elections); within 
verification of personal data stored in information Resources by representatives of 
various State structures; within processing of personal data related to ethnicity and 
health conditions.  

We reiterate that the supervision of the compliance of personal data 
processing with legal requirements, as well as the information about the processing 
of personal data, is one of the main tasks put in charge of the Center, which 
performance offers the opportunity to fulfill the competence of control and realize 
the objective of defending the right to privacy in relation with the processing or 
transborder transfer of personal data. 

In 8 cases, the registered requests have served as background to launch 
certain investigations according to Article 11, paragraph 5 (f) of the Law on 
personal data protection. 

At the same time, in the reference period, in 12 cases, under the information 
collected from various sources, including the media, the Center took notice and has 
carried out the ex-officio control of personal data processing legitimacy. 

 As a result, it was ascertained that the representatives of the personal data 
holders (controllers) and entities, who have access to personal data, do not realize 
the importance ensuring the confidentiality and security of the processing of 
personal data, principles laid down in Articles 13 and 14 of the Law on personal 
                                                             
27 The Centre for Human Rights of Moldova has accepted the proposal, unrolling the procedure of notifying the 
Constitutional Court.  
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data protection and have not sufficient knowledge of the relevant legislative 
framework. They have an opposite character to legal requirements and guidelines 
provided by the Center, using technical means to the processing of personal data 
which do not meet appropriate standards 

Related to this issue, compared to 2009 the situation is presented in Table no. 
1, as follows: 

 
Table no.1 

Compared 
period controls 

including 
ex 

officio/on 
appeals 

from 
personal 

data 
subjects  

Reaction acts issued as a result of the controls  
carried out  

 

decisions of 
suspending 

the operations 
of personal 

data 
processing l 

decisions  
on cessation  
of operations 
of personal 

data 
processing 

decisions 
of 

deleting 
the data 

processed 
violating 
the law  

round 
tables with 
personal 

data holders 
(controllers) 
- subjects of 
the controls 

2009 8 4/4 3 4 2 2 

2010 20 12/8 7 - 2 6 

 
 
 
 
2.2.1. Specific cases of law infringement in the field of personal data 
protection  

 
 Illegal processing of the special categories of personal data 

 
In the period of 2010 a nongovernmental organization required the National 

Authority of Personal Data Protection to take actions of controlling the legality of the 
processing of a special category of personal data, posted on some law enforcement 
bodies’ official websites, related to identified persons in regard with their ethnicity 
and which fall under the suspicion of involvement in some damaging actions.    

To be mentioned is the fact that such processing operations, when do not 
follow specific legal requirements, cause serious damages to fundamental human 
rights, that is, a severe derogation from the principles of the protection of citizens’ 
personal data.    

When running control actions the Centre took into consideration the fact that 
the law enforcement authorities are empowered to process personal data in 
accordance with the Article 15 of the Criminal Procedure Code,28 as well as Article 

                                                             
28 Criminal Procedures Code of the Republic of Moldova, Article 15: 

(1) Every person has the inviolable right to private life, confidentiality of private life intimacy, family, protection of 
honor and dignity. During the criminal process no one has the right to get involve in somebody’s private life in an illegal 
and inappropriate manner.  
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6, paragraph 6(a) and Article 7, paragraph 4(d) of the Law on personal data 
protection.  

At the same time, the Article 5, paragraph 1(b) of the mentioned Law obliged 
the personal data holder (controller) to collect them for definite purposes and not 
used in a way incompatible with those purposes. 

During the investigation was determined that collecting and processing, 
through the method of unrestricted access, as well data dissemination on public 
authorities’ website, of a special category of personal data referred to identified 
persons related to their ethnicity and deemed to be under the suspicion of 
involvement in some damaging actions, was carried out abusively without any 
determined purposes.    

As a result, the Center recommended suspending the personal data 
processing operations referred to the ethnicity of certain persons and excluding this 
kind of information on them from the press release posted on the official institution’s 
website. The decision was entirely executed, including the mediatization policy of 
public authority’s activity results which was revised.      

Nevertheless, such cases of serious breaking by public authorities’  
representatives of the fundamental principles relating to adequate, relevant and not 
excessive personal data quality in relation to the purposes for which they are 
collected and/or further processed29, continue to occur despite the fact that the 
2009 Center’s report comprises issues on the above mentioned situation, as well as 
already undertaken mediatizing actions during the period of 2010 in regard with the 
principles of personal data.  

 
 not respecting the confidentiality and security of personal data 
processing  

 
During the 2010 period the Center completed its mission by carrying out 

actions to control the respect for the confidentiality and security regime of the 
processing of personal data stored in the Evidence System of the State Tax 
Service.      

As a reason for doing this control served the cases of unrestricted and 
inappropriate delivery of taxpayers personal data through mass-media (for 
example: electronic format of the checking sheets on income taxes obligations) and 
numerous complains of citizens over alleged cases of violating the right to private 
life. 

While achieving the purpose of identifying the causes and conditions under 
which such cases occur the Center faced a problematic situation when the 
                                                                                                                                                                                                          

(2) When running procedural actions, the information on somebody’s private life must not be collected, unless it is 
necessary. At the request of prosecuting authority and court, the participants at procedural actions are obliged to keep 
the secrecy of this kind of information and to assume this responsibility in a writing manner.  

(3) Persons who are requested information on personal and private life by the prosecuting authority have the right 
to stand for the fact that this information is to be used in specific criminal case. Person has no right to refuse offering 
information on his/her personal and private life under the right of private life inviolability, but still has the right to demand 
from the prosecuting authority explanations in regard with the necessity of such information, including them in the 
minutes of that specific procedural actions.  

(4) Information on somebody’s personal and private life is examined at his/her request in a close-doors trial. 
29 Article 5(c) of the Convention no.108; Article 6, paragraph 1(c) of the Directive 95/46/EC of the European Parliament 
and of the Council on the protection of individuals with regard to the processing of personal data and on the free 
movement of such data;  Article 5(c) of the Law on personal data protection. 
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representatives of the personal data holder (controller) refused to offer the 
necessary support in identifying the culpable persons for the unauthorized access 
to personal data, as well as their disclosure.      

The fact that people refuse to collaborate with the national authority of 
personal data protection in identifying the persons liable for violation of data 
protection and security caused the following situation: starting with October 2010, 
one could easily find on some blogs a significant amount of information that was 
unrestricted posted. The information on personal data of taxpayers, containing 
name, first and middle name, IDNP and in some cases even their home address, 
that easily permits direct identification of data subjects, as well as other important 
information on their property and administrative rights in cases of legal established 
entities.       

After the Office of the General Prosecutor intervention, which started a 
prosecution case in this regard (to whom the Center submitted later materials on its 
exemplified control), was established the violation of confidentiality and security 
principles of the personal data processing, which was actually influenced by some 
Tax Service representatives’ actions.  

This situation is an example of violation the Law on personal data protection 
and requires the Tax Service to revise its institutional security policy in order to 
harmonize it with the provisions of the Requirements for the assurance of personal 
data security at their processing within information systems of personal data, 
approved through the Government Decision nr.1123 from 14.12.201030. 

 
 

 personal data processing during the election campaigns  
 

At the complaints of some citizens and at the Central Election Commission’s 
request and ex officio acting, the Center examined, in the period of 2010, several 
cases of processing operations of personal data for the election purposes.    

It was found out that the personal data collected from different sources were 
used for the purposes of personalized election propaganda without any consent of 
such personal data subjects. This is against the provisions of the Article 6 and 8 of 
the Law on personal data protection, as well as Article 11 of the Directive 94/46/CE 
of the European Parliament and of the Council of 24 October 1995 on the 
protection of individuals with regard to the processing of personal data and free 
movement of such data (document which give substance to and amplify the 
provisions of the Convention nr. 108)31. 

                                                             
30 Requirements for the assurance of personal data security at their processing within information systems of personal 
data, approved through the Government Decision nr.1123 from 14.12, Official Gazette no. 254-256/1282 from 
24.12.2010, the personal data holders will take the necessary measures for their implementation up to 24.12.2011. 
31 Article 11. Information where the data have not been obtained from the data subject 
Where the data have not been obtained from the data subject, Member States shall provide that the controller or his 
representative must at the time of undertaking the recording of personal data or if a disclosure to a third party is 
envisaged, no later than the time when the data are first disclosed provide the data subject with at least the following 
information, except where he already has it: 
(a) the identity of the controller and of his representative, if any; 
(b) the purposes of the processing; 
(c) any further information such as: 
- the categories of data concerned, 
- the recipients or categories of recipients, 
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When personal data were being used within the national database systems 
there was the following reason brought up: personal data are used for the purpose 
of future integration of unemployed people and other specialists in the workforce 
market. Personalized letters were being sent, to shareholders of the Investment 
Funds that were in the ongoing liquidation proceedings, with explicit election 
content and promises. Personal information was being collected through the Party 
members, concerning their relatives, in particular, first and last name, relatives’ 
belonging, date of birth, home address, number of the election section, phone 
number, workplace, position, political option, etc. This kind of personal data were 
being processed directly from the displayed voter lists32 and were used mostly for 
the purposes of sending letters with election content and promises. 

In light of this, to be mentioned is the fact that according to the Article 40 of the 
Election Code, electoral lists are being made accessible to citizens who might want 
to check their content and to find out if they were prepared accordingly. In case of 
finding some mistakes or violations in the voter lists, citizens have the inviolable 
right to submit complaints.  

In this context, collecting and processing the personal data from voter lists 
available to open public by the political parties, electoral competitors and 
candidates, for the purpose of personalized electoral propaganda is against the 
provisions of the Article 5 sect. b) of the Law on personal data protection33. 

  
 personal data processing in case of minors within the informational 
systems of the educational institutions  

 
The processing of personal data related to minors is quite delicate and can 

presume major risks which in turn must be avoided by the entities that process 
them because of the simple reason that children need special protection, that is, 
children might not be aware of potential consequences, protection measures and 
rights related to their personal data processing.   

The Center concluded that the educational institutions from the Republic of 
Moldova teamed up with private sector towards implementing informational 
systems of personal data. In light of this, informational bases are being created and 
administered by private companies that collect and process, within their 
informational systems, personal data of students and professors, including their first 
and last names, academic performances, etc. The access to such information from 
distance is offered to various categories of users, such as professors, students and 
their parents (this is quite useful and welcome in such cases where many parents 
left the country for work).      

                                                                                                                                                                                                          
- the existence of the right of access to and the right to rectify the data concerning him in so far as such further 
information is necessary, having regard to the specific circumstances in which the data are processed, to guarantee fair 
processing in respect of the data subject.  
32According to the provisions of the Article 40 of the Election Code nr. 1381-XIII of 21.11.1997, voter lists shall be 
dispalyed in the location of the polling station, as well as shall be posted  on Central Election Commission’s website not 
later than twenty days prior to elections.  Citizens shall be provided with an opportunity to become familiar with the voter 
lists and to scrutinize the accuracy of their compilation. They have the right to submit a complain against their names 
being omitted or excluded from the list, as well as errors in personal data introduced in the list or related to other voters 
not later than five days prior elections.   
33 Article 5. Characteristic of personal data 
Personal data which are the object of processing, shall be:  

b) collected for definite purposes and not used in a way incompatible with those purposes.  
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At the same time was determined that the operation of such informational 
systems do not respect in all cases the provisions of the existent Law on personal 
data protection, mostly when it comes to the obligation of obtaining the consent 
from the minors’ representatives for collecting and processing personal data. Also, 
it points out the obligation to elaborate an adequate security policy, which should 
have technical and organizational measures designed to assure the confidentiality 
and security of such personal data processing, as well special instructions to be 
given by personal data holders (educational institutions) to private entities 
concerning the processing and administration of personal data, as well as other 
important issues like data storage time period, etc. 

These above mentioned aspects were reflected both in the instructions given 
by the Center during the implementation of controlling actions, and at the official 
meeting organized on 28 of January 2011 with the occasion of the 5th edition of the 
Data Protection Day and the 30th anniversary of the signed Convention nr. 108, 
attended also, by the representatives of the Minister of Education.   

 
 consequences in cases of not updating the personal data in due 

time  
 
The cases when the personal data related to an identified person are not being 

updated in time might cause damages, including material damages.   
A case in a point is petition came from an individual which was examined by 

the Center. During its controlling actions were found out the following:  
By a District Court’s decision from April 2010 was concluded to cancel the 

court order of not permitting a citizen to be issued the passport and obliged the 
court executor, who attended the trial, to inform the Ministry of Information 
Technology and Communications on the taken decision. 

Nevertheless, the court executor acted against the Article 5 (d) 34 of the Law on 
personal data protection, by not taking actions towards updating complaint’s 
personal data and informing the Ministry of Information Technology and 
Communications about this, which in turn led to the situation when the mentioned 
citizen applied in September 2010 for a passport to be issued in an urgent manner 
(in 8 hours), being given the reason of having a work contract abroad, was rejected.  

The passport was issued to him only after the late personal information 
updating, which implied time, additional costs and stress, in the end resulting with 
the termination by the foreign employer of the contract, being given the reason of 
not being present in the time laid down in the contract.  

The Center made it clear that in the cases like the one already mentioned 
above, the court executor must strictly respect the legal provision concerning the 
personal data updating and accuracy, especially when actions taken by the 
executor lost their effect after the Court decision.   

Violating these provisions might put into risk the constitutional rights of an 
individual (for example: right to property, right to free movement, etc.) and can 
definitely serve as a legal basis to claim the rights to repairing the individual’s 
material and moral damages, according to the provisions of the Article 10, 
paragraph 1(g) of the Law on personal data protection. 

 
                                                             
34 Article 5. Characteristic of personal data  
Personal data that are to be processed, shall be:  
      d) accurate and, by each case, kept up to date  
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 accessing the State Information Resources by law enforcement 
authorities 

 
Under the numerous citizens’ requests on alleged violations of the right to 

privacy through accessing by Ministry of Internal Affairs (MIA) representatives the 
personal data concerning them, stored in the State Register of Population, the 
Center carried out a control related to, concluding the following: 

The MIA’s subdivisions have the legal possibility35,36 to access the State 
Information Resources, in particular the State Register of Population. The security 
and administration policy of the applications process that provide access to 
information systems is guaranteed under the Instructions on using and delivery 
information about individuals, legal persons and vehicles, approved by minister’s 
order. 

It was also found out that  in some MIA’s subdivisions, currently, it lacks a 
clear and strict evidence of accessing/viewing operations of the personal 
data stored in the State Register of Population, and the made registrations contain 
no information which would  cover  the entire set of the processing operations 
of such personal data. 

For example, under the submitted information by Police Commissariat 
of Buiucani sector, during the period of 01.01.2010 to 01.09.2010, its 
representatives have performed 734 accesses to information stored in the State 
Register of Population. At the same time, proceeding from the information 
submitted by the State Enterprise CRIS „REGISTRU”, the Police Commissariat of 
Buiucani sector users carried out 7686 accesses in the same period. 

In such circumstances, surround some suspicions that the other 6952 
accesses (7686 -734 = 6952) are not legally justified and are made abusively using 
the official position.  

A similar situation has been traced to the Police Commissariat of Ciocana 
sector. Thus, in accordance with the information provided for by this subdivision, 
during the period of 01.01.2010 to 09.01.2010 there were performed 9007 
accesses to information stored in the State Register of Population, while taking into 
account the State Enterprise "CRIS" REGISTRU"’s statistics, the Commissariat’s 
users have made 17 247 accesses or more with 8240 than those officially recorded 
by police officers. 

Obvious discrepancies in the statistics of accesses were found out both to the 
Police Commissariat of Centre sector, where the difference of real accesses to the 
State Register of Population with the number of those officially recorded in the 
subdivision’s registers is of 4610 cases, and to the Police Commissariat of Botanica 
sector, the difference is of 3727 cases.  

Failure to keep records in the MIA subdivisions registers of personal data 
accesses stored in the State Information Resources and the evident difference of 
statistics records compared with the actual number of these operations, create risks 
                                                             
35Article 6. Processing of personal data 
(6) The consent of personal data subject is not necessary , where: 
      a)  personal data are collected for fulfillment of duties proceeding from the public authorities’ competence 
36  Article 7. Processing of special categories of personal data 
(4) Without written consent of the personal data subject, processing of a special category of personal data is allowed 
where: 
     d) processing is necessary for justice enforcement; 
     e) law provides this necessity in order to ensure State security, if the procesing is carried out, without prejudice to the 
individual’s rights and fundamental freedoms, laid down by  this law.  
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for breaching the law on personal data protection and for unjustified interferences in 
citizens’ private life. 

The violation of the confidentiality principles of passwords can also presume 
major risks to confidentiality and security of processing operations of personal data. 
Some cases have been found out where recording the accessing operations in the 
Register established by MIA subdivision, actually its employees use the username 
and password to belong to another person, who no longer works in that subdivision, 
a situation unacceptable in terms of security processing operations of personal 
data. 

 
 

2.3. Activity on examining the complains and other appeals   
 
Any personal data subject is entitled to complain the actions and inactions of 

the personal data holder (data controller) to the body empowered to defend the 
personal data subjects’ rights or to the court37.  

Thus, being empowered to examine the personal data subjects’ appeals, the 
Center’s employees during the 2010, examined 21 petitions and other appeals, of 
which 17 were accepted, 1 rejected, and in 3 cases relevant explanations were 
given. At the same time in 8 cases, the registred appeals were a reason to carry out 
actions to control the personal data processing operations’ legitimacy performed by 
personal data holders.  

 
Table nr.2 

Compared 
period 

Examined 
petitions 

Accepted/rejec
ted/relevant 
explanations 

Reaction acts  

Initiated 
investiga

tions 

Decisions on 
cessation of the 

personal data 
processing 
operations 

Instructions offered to 
align the personal data 

processing with the 
principles set by law   

 2009 14 4 1 9 4 1 6 
 2010 21 17 1 3 8 1 6 

 
We consider that the subjects’ right and possibility to notify the Center through 

complaints is a good way for monitoring, controlling and evaluation of the level of 
implementation and performing of legal obligations on personal data protection by 
the personal data holders.  

The conducted analysis showed that the vast majority of appeals are related 
to:    

 posting on various media’s websites, in an unrestricted access, 
the electronic format of data on the turnover funds from the bankcards 
accounts;   

 collecting from minors the information revealing personal data on 
their membership to certain youth organizations and associations;  

 providing access to embassies and consulates of foreign 
countries to citizens’ personal data of the Republic of Moldova, stored in the 
State Register of Population;  

                                                             
37 Article 10 paragraph 1( f) of the Law nr. 17-XVI of 15.02.2007 on personal data protection 
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 carrying out the processing operations of personal data 
disseminated on websites by different private entities, under unrestricted 
access, the electronic format of "black lists" of debtors, etc. 

With reference to the arguments alleged by the complainants in the submitted 
requests, which served as basis to initiate the control actions on legality of personal 
data processing operations carried out by these data controllers, relevant examples 
are presented in the Chapter "Specific cases of law infringement in the field of 
personal data protection" of this report. Another case was selected from a 
businessmen’s request. After its examination, the Center found out that some 
representatives of MIA, Office Prosecutor and Tax Service have accessed and 
processed illegally the personal data concerning the plaintiff and his family, stored 
in the State Register of Population and State Register of Transports. As a result of 
illegal actions, the personal data concerning the plaintiffs were used by 
unauthorized persons to the detriment of their interests in the context of some civil 
lawsuits. The mentioned authorities were notified by the Center to penalize 
employees and undertake actions that would prevent such situations in the future.      

It should be noted that during the appeals’ examination, the Centre is facing 
some difficulties to react to, because of that the Contravention Code does not 
specify sanctions in contravention of the principles of personal data protection and 
processing, and the national authority for personal data protection is not as an 
official examiner, entitled to establish contravention and, respectively, is not able to 
draw up the minutes and refer the case to court to impose the appropriate 
sanctions38.  

At the same time, the Center requested information from ministries, public 
central institutions and authorities on the number and results of the audiences and 
complains examined during the period of 2010, which alleged a breach of legal 
norms on the protection of individual rights and freedoms with regard to their 
personal data processing, in order to evaluate and summarize the situation related 
to this issue in the Republic of Moldova. 

As a result, 36 authorities informed that during 2010 had not examine any 
request, the Central Election Commission has submitted the information about the 
examination of three such appeals, the Ministry of Information Technology and 
Communication - 20 appeals, most of which aimed at respecting for the personal 
data subjects’ right of access to their personal data39, the Ministry of Finance - 3 
appeals, the Center for Human Rights of Moldova - 3 appeals. 

In this regard, relevant information has been submitted by the Office of 
Prosecutor General, that in the reference period, have been examined 21 
complains concerning the violation of the law regulating the phone tapping 
procedure and 6 appeals concerning the abusive access to personal data stored in 
the State Register of Population, realized by some law enforcement bodies’ 
representatives. Thus, therefore were initiated 4 criminal investigations under the 
Article 177 of the Criminal Code40; 15 criminal investigations under the Article 178 

                                                             
38 This issue is to be solved in the near future, being finalized the draft Law on completion the Contravention Code, in 
this regard. 
39 Accordig to Article 10, paragraph 1(a), (b) of the Law on personal data protection, any personal data subject is enabled 
to have access to his personal data, as well as to require information on the data, subjected to processing and of any 
information as to their source, as well as the recipients of these data or where are intented to be transmitted.  
40 Article 177. Violation of privacy. 
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of the Criminal Code41, and 467 criminal investigations under the Article 179 of the 
Criminal Code42. 

 
2.4. Activity on offering necessary Instructions for adjusting the personal 

data processing in accordance with the law  
 

In accordance with Article 11, paragraph 5(b) of the Law on personal data 
protection, the Center has the power to offer the necessary instructions on bringing 
the personal data processing in line with the legal principles, without affecting the 
field of competence of other bodies. This attribution offers the opportunity to draw 
up and implement a common practice regarding the personal data processing.      

During the 2010 year, as a result of examining of personal data subjects’ 
complaints or the personal data holders’ requests, as well as under the controls 
carried out, the Center offered concrete instructions in 26 cases, with the view of 
bringing the processing operations of personal data in line with the law, being 
recommended solutions, including in respect of amending the existent legal 
framework. 

In addition to the instructions provided as a result of analytical activities 
described in sections I-IV of the chapter "The main areas of activity of the National 
Center for Personal Data Protection", in other cases those were aimed at issues 
referred to: 

 authorization of the third parties’ access to documents kept in 
special deposits funds of the law enforcement bodies;  

 legal basis offered to personal data holders regarding the 
transmission to financial institutions the information containing personal data 
need to the registration of payers to mandatory health insurance funds;  

 legal conditions need to be meet during the processing and 
transborder transfer of personal data related to potential customers of 
private entities;  

 available processing of the citizens’ personal data proceeding 
from their political and/or social status;  

 legal basis on processing the employees’ personal data by their 
employers;  

 legal basis regarding the granted access to personal data, 
processed under the Law on employment and social protection of people 
looking for a job;  

 acts need to be submitted by lawyers in case of requests on 
providing information, containing personal data stored in the State 
Information Resources, etc. 

 
 
 
2.5. Activity on adjusting the national law to European standards 

 

                                                             
41 Article 178. Violation the right to privacy of correspondance. 
42 Article 179. Violation of the inviolability of the domicile.  
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a) promoting signature and ratification procedure of the Additional 
protocol to the Convention for the protection of individuals with regard to 
automatic processing of personal data, regarding supervisory authorities and 
transborder data flows (additional Protocol)  
 

Convention no. 108 for the protection of individuals with regard to automatic 
processing of personal data, adopted in Strasbourg on 28 January 1981,43 is the 
main legal instrument regulating, particularly the field of personal data protection, 
aimed to guarantee within the territory of the Parties, to every natural person, 
whatever his/her citizenship or residence, the respect of his/her rights and 
fundamental freedoms and, in particular, the right to privacy with regard to 
automatic processing of his/her personal data.   

This international treaty establishes the basic principles for data protection, 
conditions and guaranties in case of transborder flows of personal data, 
cooperation between Parties, and role of the Consultative Committee consisting of 
the Parties` representatives. 

At the same time aware of the role of the supervisory authorities as an element 
of effective protection of the individuals with regard to personal data processing, as 
well as the importance of the flow of information between people, the Council of 
Europe adopted on 8 November 2001 the additional Protocol to the Convention no. 
108. 

The additional Protocol highlights the status of national data protection 
supervisory authorities which have to act in complete independence as a basic 
element of effective protection of individuals with regard to personal data 
processing44 and the legal regime of transborder data flows to recipients, which are 
not subject to the jurisdiction of a Party to the Convention. 

It should be mentioned that following the activities undertaken by the Center, 
jointly with the Ministry of Information Technology and Communications and the 
Ministry of Foreign Affairs and European Integration, the additional Protocol was 
signed by the Republic of Moldova on 29 April 2010, the ratification procedures are 
in process of finalizing.  

 
 
 
 
 

b) promoting the procedure on approval by the Government of the 
Requirements for the assurance of personal data security at their processing 
within the information systems of personal data 
                                                             
43 Convention no. 108 was signed by the Republic of Moldova on 04 May 1998 and ratified by the Parliament Decision No. 483-XIV 
of 02 July 1999. 
44 Article 1 – Supervisory authorities  
1. Each Party shall provide for one or more authorities to be responsible for ensuring compliance with the measures in its domestic 
law giving effect to the principles stated in Chapters II and III of the Convention and in this Protocol.  
2.a) To this end, the said authorities shall have, in particular, powers of investigation and intervention, as well as the power to engage 
in legal proceedings or bring to the attention of the competent judicial authorities violations of provisions of domestic law giving 
effect to the principles mentioned in paragraph 1 of Article 1 of this Protocol.  
b) Each supervisory authority shall hear claims lodged by any person concerning the protection of his/her rights and fundamental 
freedoms with regard to the processing of personal data within its competence. 
3. The supervisory authorities shall exercise their functions in complete independence. 
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On December 14, 2010 the Government approved the Requirements for the 

assurance of personal data security at their processing within the information 
systems of personal data45 (hereinafter the Requirements).  

This document is a very important one, the elaboration process of which was 
initiated by the Center in 2009 and was completed taking into account the 
proposals and comments from the competent public authorities and civil society 
representatives, called to provide the necessary conditions for implementation of 
the Article 14 of the Law on personal data protection, Article 4 of the Convention 
No. 108 and Article 17 of Directive 95/46/EC on the protection of individuals with 
regard to the processing of personal data and free movement of such data. 

The Requirements establish the minimum rules for the implementation by the 
personal data holders (controllers) in the period up to December 24, 2011, of 
technical and organizational measures in order to ensure security, confidentiality 
and integrity of personal data processed within the information systems of personal 
data in accordance with the Law on personal data protection. 

Certainly, the implementation of the Requirements will require the controllers 
or entities that will process personal data on their behalf to include in the budget 
proper financial resources. In this way, it will be provided necessary conditions for 
the existence of an adequate level of protection of personal data in the Republic of 
Moldova46, which will create a favorable climate in the negotiations process on the 
signing of a Partnership Agreement with EUROJUST and Operational Agreement 
with EUROPOL. 

c) developing and promoting the draft Rules on the manner of manual 
keeping of the personal data holders Register 
 

Despite the Center’s efforts during 2009 – 2010 year for creating proper 
conditions for implementing the provisions of Article 12 of the Law on personal data 
protection47, as well as the conditions necessary for exercising the functional duties 
in respect of the registration of the data controllers, were not obtained any tangible 
results. 

Lack of financial resources for establishing Automated Information System 
"Register of personal data holders", as well as the preliminary draft budget for 2011 
of the Center that was not accepted in July 2010 by the Ministry of Finance, under 
                                                             
45 The Government Decision No. 1123 of 14.12.2010 on the approval of the Requirements for the assurance of personal 
data security at their processing within the information systems of personal data. 
46 Generally, will be overcome situations like those described in the chapter "Specific cases of law infringement in the 
field of personal data protection” from this report, because now, each personal data holder establishes its own security 
policy (or generally ignore this activity), which in most cases did not respond to simple requirements, raising the risk of 
unauthorized access to information systems of personal data  and illegal processing operations of such data or other 
violations of the principles of confidentiality of data. 
47 Article 12. Register of personal data holders  
(1) In order to register the personal data holders, the Center establishes and manages the Register of personal data 

holders. 
(2) Personal data holders are obliged to register to the Center. 
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which it was expected to allocate about 930 000 lei for this purpose, has made the 
Center to focus its efforts on finalizing the draft Rules on the manner of manual 
keeping of the personal data holders Register.  

In this regard, the draft Rules on the manner of manual keeping of the 
personal data holders Register was prepared and on June 16, 2010 submitted for 
approval to the Government.   

It should be noted that the idea of establishing a manual form of Register of 
personal data holders has been criticized both by the representatives of civil 
society, the authorities involved in the preliminary endorsement of the draft 
regulatory act, and by members of the Consultative Council of the Center. 

However, currently this remains to be the only solution that would allow 
starting the activity related to the registration of the personal data holders, timing 
when will be assessed the organizational and technical capacities necessary to 
ensure the confidentiality and security of personal data processing, including acting 
in order to prevent possible security incidents during the processing of personal 
data. 
 
 

d) developing and promoting the draft Law on personal data protection in 
a new version, as well as other draft legislative acts 
 

The right to privacy is part of human rights and fundamental freedoms 
regulated by the Convention on Human Rights and Fundamental Freedoms by the 
provisions of the Article 8, according to which "everyone has the right to respect for 
his private and family life, home and his correspondence." 

Safety in the processing of personal data and their protection is an important 
and actual topic, which is due to its connection to the protection of freedoms and 
democratic principles the ground of the European legal standards. 

This interest has considerably increased over the last decade, proportional to 
technological progress relating to preservation, access or transmission of personal 
data in an increased amount and speed, which requires the need to protect the 
private life of the individual and his right to privacy. 

At the national level, the regulatory framework designed to ensure the 
implementation of general principles laid down in the Convention No. 108 is the 
Law on personal data protection. 

It is to be mentioned that the drafts Law on personal data protection which 
were elaborated initially by the Ministry of Transports and Communications in 2001 
and subsequently by the Ministry of Information Development in 2006, this two acts 
have been expertise by the experts of the European Commission and EUROJUST, 
in both cases being formulated opinions on partial noncompliance with EU 
standards. 

One of the key objections of the European experts, has been non 
transposing fully the provisions of the Directive 95/46/EC on the protection of 
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individuals with regard to the processing of personal data and free movement of 
such data, the reason for a risk to situate the Republic of Moldova among the 
states, that do not provide an adequate level of personal data protection and, 
finally, an impediment to transborder free movement of such data. 

In particular, in the Law on personal data protection there exist 
discrepancies regarding the used terminology and concepts; there exist the lack of 
provisions regulating the administrative liability for the infringement of legislation 
on personal data protection and that would concretize the status and competences 
of the Center thereof; there are no provisions that would require personal data 
holders to notify the Center before launching the processing operations of 
personal data; there are no provisions that would establish the content of these 
notifications; that would regulate the mechanism of preliminary checks if personal 
data expound special risks for the rights and freedoms of personal data subjects; 
that would regulate the procedure on submitting complaints to the Center; that 
would regulate the possibility of transborder transfers of personal data in case of 
appropriate contractual clauses in this respect, etc. 

In this context, in the course of the activity in the period of 2009 - 2010 
there were ascertained reserves in sections related to the financial independence 
of the Center, especially to the elaboration and administration of the authority 
budget; related to the status of the head and employees of the Center regarding 
the salary aspect; related to the Center’s possibility to regulate some aspects of 
personal data protection at normative and departmental level.  

At the same time, in force Law on personal data protection does not 
regulate clearly the procedure of personal data processing related to crimes, 
procedural coercive measures, criminal convictions or contraventions; the 
procedure of personal data processing data having identification function; the 
relation between the processing of personal data and the respect for the right to 
freedom of expression; the rights of personal data subjects, etc. 

Taking into account the above mentioned, the Center, jointly with the 
Ministry of Justice and Ministry of Information Technology and Communications 
has finalized the draft Law on personal data protection in a new version, which 
was subject to lengthy debate, including by the EUROJUST representatives and 
on October 5, 2010 it was submitted to the Government in order to finalize the 
procedures relating to its transmission to the Parliament. 

In parallel, in order to strengthen institutional and administrative capacity of 
the Center in accordance with the provisions of the additional Protocol to the 
Convention No. 108, it was prepared draft Law on amending and completing of 
several legal acts, including: The Contravention Code48, the Law on the approval 

                                                             
48 Law No.17-XVI of 15.02.2007 on personal data protection, among this, Center’s attributions to carry out the task and prepare 
minutes on law infringement (Article 11, paragraph (5), f), l) of the act cited above). However, in the Contravention Code of the 
Republic of Moldova, approved by Law no. 218-XVI of 24.10.2008, there were not introduced sanctions for violating the law on 
personal data protection and the Center is not in the list of official examiners stipulated in the Articles 400-423 of the Contravention 
Code, which shall entitle the Center to establish contravention and prepare minutes. The Contravention Code additions with a new 
chapter titled "Contraventions affecting the individual’s rights and freedoms to the processing of personal data”, which shall provide 
the liability for: 1) infringement of the law on personal data protection, 2) refusing to provide information or preventing the access to, 
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of the statute, structure, staff-limit and financial arrangements of the National 
Center for Personal Data Protection, as well as the Regulation of the National 
Center for Personal Data Protection49; the State Tax Law50, the Law on Access to 
Information51, the Law on wage system in the public sector52. 

This draft law was submitted to the Ministry of Justice for finalizing the 
necessary procedures and being promoted in Parliament. 

 
 
2.6. Opinions on draft normative acts with reference to the section that 

concerns the personal data protection 
 
Despite the fact that the Center is a public authority empowered with control 

functions in the field of personal data processing and proceeding from the 
provisions of the Law regarding normative acts of the Government and other central 
and local public administration authorities53, as well as Government Decision on 
harmonization of the legislation of the Republic of Moldova to the Community law54, 
in 2010 several drafts of normative acts have been approved in terms of protecting 
the rights and freedoms of individuals to the processing of personal data, such as: 

 
                                                                                                                                                                                                          
3) failure of prescriptions and/or decisions of the supervisory body in the field of personal data processing; as well which shall assign 
to the Center the status of official examiner - are required to be made in order to implement the principles set out in the additional 
Protocol to the Convention No. 108. 
49 In accordance with Article 1, paragraph (3) of the additional Protocol to the Convention No. 108, the supervisory authorities 
should exercise its powers in full independence. This means creating the necessary conditions in order to ensure real independence, 
including financial one, to the executive and legislative body. In this regard it was decided to change the way of the approval of the 
staff/number of the officials - employees of the Center, similar to the procedure established for the Office of the Prosecutor General. 
Also, in the content of the Regulation of the Center was proposed to be introduced provisions that would aim to the competence of 
establishing contraventions, as well as Center’s possibility to regulate some aspects of personal data protection at normative and 
departmental level. 
50 The proposal to supplement the Law on personal data protection with provisions regarding state tax exemption of the requests of 
the personal data subjects addressed in court in order to defend the rights provided by law, requires including the appropriate 
additions as well as in the Article 4 paragraph (1) of the State Tax Law. 
51 In accordance with the provisions of the Article 8, paragraph (1) of the Law on access to information "within the meaning of this 
law, data related exclusively to the identification of individuals is not considered confidential information (data contained in the IDs). 
This phrase is contrary to the principles of personal data protection. In order to clarify the situation concerning the processing of 
personal data that has identification functions, in accordance with Article 8, paragraph (7) Section III, Chapter II of the Directive 
95/46/EC on the protection of individuals with regard to the processing of personal data and free movement of such data, was 
proposed to include in the draft Law on the Personal Data Protection the specific provisions with reference to personal data that has 
identification function, and the aforementioned phrase - to be excluded from the Law on access to information. 
52 Both the additional Protocol to the Convention No. 108, and the Directive 95/46/EC of the European Parliament and of the Council 
on the protection of individuals with regard to the processing of personal data and on the free movement of such data of 24.10.1995, 
expressly establish that national authorities for personal data protection should act with complete independence in exercising the 
functions entrusted to them. In this context, the principle of autonomy of the Center can be achieved by several methods such as: 
independence to prepare its annual budget, diversification of funding sources, various administrative powers, but also by establishing 
an appropriate level of salary (compared to other public authorities) of civil servants operating under that authority. This measure 
will help to improve the performance indices of the National Strategy for Preventing and Combating Corruption and will equate the 
status of the Center towards the public authorities with similar status, such as: Office of the Prosecutor General,  National 
Commission of Financial Market, the Center for Human Rights, etc., because currently the salary level of the heads and employees of 
the Center is equated with the wage level of other central public administration authorities. 
53 Article 38. Endorsement 
(1) Before being submitted for approval to the competent body, the draft normative act shall be endorsed by the authorities and 
institutions directly involved in solving issues included in the draft and other authorities and institutions concerned, as well as by the 
authorities whose task is to make mandatory endorsement. 
54 Point 22. The elaborated draft normative act shall be transmitted for coordination to relevant public authorities, as it is required by 
in force law, including to the Ministry of Justice and Ministry of Foreign Affairs and European Integration, for submitting their 
opinion based on their functional competence.  
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 Draft Memorandum of understanding between the Government of the 
Republic of Moldova and the Government of the Republic of Hungary on 
cooperation in the field of checking the personal data of visa applicants from the 
Republic of Moldova; 
 Draft Agreement of cooperation of CIS member states on creation of the 
telemedicine compatible national systems, development and further use of them; 
 Draft Parliament Decision on approving the National Action Plan on human 
rights for 2010-2013; 
 Draft proposal for amending the legislation in order to provide the users 
authentication of “prepay” electronic communications services; 
 Draft collaboration Protocol between the Guards Service of the Republic of 
Moldova and the General Inspectorate of Romanian Border Police of the Ministry of 
Administration and Interior of Romania; 
 Draft Law on amending and supplementing the Law on credit history 
bureaus; 
 Draft Law on main Commission on ethics, its structure and operating mode 
and draft Law on completion the Law on the wage system in the public sector;  
 Draft proposals for amending and supplementing the legislative framework 
related to electoral field (Criminal Code, Contravention Code, Civil procedure Code, 
Tax Code, Broadcasting Code, Law on budget system and budget process, Law on 
local public administration, Law on diplomatic service, Law on transparency in 
decision-making process, Law on political parties, Law on personal data protection 
and Law on access to information); 
  The draft Government Decision of the Republic of Moldova "on approval of 
amendments which are operated in certain decisions of the Government " and draft 
law for supplementing the Law on state dactyloscopic registration; 
 Draft Order of the Minister of Interior on the approval of Instruction regarding 
the order of issuance of legal documents; 
 Draft Government Decision of the Republic of Moldova “on the approval of 
the draft law on unique Classifier of public functions" and the draft law on unique 
Classifier of public functions; 
 Draft Agreement between the Government of the Republic of Moldova and 
the Federal Government of Austria on cooperation in combating crime; 
 Law on amending and supplementing certain legislative acts (Law on the 
Constitutional Court, Constitutional Jurisdiction Code and the Administrative 
Litigation Law); 
 The draft Regulation on organization and operation of the endorsement 
independent Commission under the Ministry of Health and authorization criteria for 
the activities of sampling and transplantation; 
 The draft Regulation on the use and access to databases of S.E. "CRIS 
“REGISTRU"” and the Border Guard Service. 
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As part of the endorsement activity, the Center has intervened with proposals 
and objections only in the legal regulation of personal data processing, including 
confidentiality and security issues that concern their processing. 

 
 
2.7. Transborder transfer of personal data 

 
Specifically, in accordance with the Article 16 of the Law on personal data 

protection the Center has no competence to issue decisions authorizing the 
transborder transfer of data, as well as it does not regulate the manner in which 
personal data holders would be obliged to notify or to inform the Center about these 
operations. 

At the same time, under the provisions of the paragraph (3) - (5) of the Article 
16 of the Law cited above, namely the Center has the task of establishing the level 
of adequate protection of the personal data subjects’ rights and the data intended to 
be transmitted, and if the level of adequate protection offered by the recipient state 
is unsatisfactory, only the Center is empowered to prohibit the transmission of 
personal data55. 

During 2010, the Center was addressed to in 7 cases regarding the 
authorization of transborder transfer of personal data. , which generated case 
studies on appreciating the level of protection offered by the states of destination 
and the presence of conditions. 

In all these cases the national authority for personal data protection acted in 
order to ascertain whether the conditions serving the basis for these processing 
operations of personal data transfers across the national border are met in practice, 
as well as if the level of protection of personal data subjects’ rights and data 
intended for transmission provided by the recipient states is appropriate. There was 
issued only one decision of prohibiting. 

 
 
 
 
 
 
Table No.3 
 

Period for 
comparison 

Requests on the 
authorization of 

transborder transfer of 
personal data 

Decisions  
of permission/ prohibition 
of transborder transfer of 

personal data 

 
Instructions offered to bring the 
processing operations personal 

data in accordance with the 

                                                             
55 Article 16. Transborder transfer of personal data  
 (3) The transborder transfer of personal data, that are subject to a processing or are going to be processed after the transfer, can be made in 
the case when the respective state ensures an adequate level of protection of the rights of personal data subjects and of the data destined for 
the transfer, as well as in other cases according to the international agreements the Republic of Moldova is party of. 
(4) The level of protection is established by the Center, taking into consideration the conditions, in which the data transfer is performed, 
especially the nature of the data, the purpose of the data transfer and processing, the country of final destination, the legislation of the 
requesting state.  
(5) In the case when the Center concludes that the level of protection offered by the state of destination is unsatisfactory, it may prohibit the 
data transfer. 
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principles laid down by law 
 

2009 5 3 2 3 
2010 7 6 1 1 
 

 
Pursuant this analysis regarding the transborder transfer of personal data was 

been concluded that in particular the above mentioned cases were focused on: 
 transborder transfer of personal data of the citizens of the Republic of 
Moldova by law enforcement bodies of other states; 
 transborder transfer of personal data relating to the health of the persons 
concerned to foreign private companies;  
 transborder transfer of personal data of the private companies’ employees;  
 transborder transfer of personal data of the participants at self-promotional 
projects of media companies;  
 transborder transfer of personal data of the subjects - parties to the finance 
leasing contracts; 
 transfer of personal data to update electoral lists prepared by Embassies of 
the Republic of Moldova. 
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CHAPTER II. 

Transparency in decision-making process, communication 
and public relations, promoting the data protection area  

by informing citizens  
 
Being aware of the importance of transparency insurance in decision making 

process of the Center and promotion of the area through systematic information of 
the citizens, in the reporting period, the public communication activities have been a 
priority. 

The main source for promoting the image of the Center, of the concepts of 
"personal data" and "privacy"; as well as providing information for the population 
and representatives of civil society still remain the official website of the authority: 
www.datepersonale.md that meets all standard requirements of public authorities' 
official pages in the Internet network. 

It contains information on EU and national legislation governing the protection 
of personal data, drafts of normative acts elaborated by the Center, the 
organizational structure and contact details of the Center, the latest news with 
reference to events that concern the processing operations of personal data at 
national and international level, as well as other information of public interest, 
having already more than 135,000 hits, indicating a gradual increase of society's 
interest in the field of personal data protection. 

In parallel, the Center regularly organizes within severe budgetary limits, 
measures for open public where are invited representatives of public authorities, 
civil society, mass media in order to inform on the results of the activity, the latest 
developments regarding personal data protection and in order to collect critics, 
proposals, suggestions that would stimulate and positively affect the protection of 
rights and freedoms of individuals to the processing of their personal data. 

Thus, within the festive meeting held on January 28, 2010 on the occasion of 
the fourth edition of Data Protection Day in the Republic of Moldova, the head of 
the Center organized a press conference, put in discussion the important issues 
related to the protection of personal data and the need to focus the efforts for 
implementing the appropriate European principles at the national level. 

In August 2010, the representatives of the Center participated in 3 television 
broadcasts, in the debate topic of foreign diplomatic missions’ access to personal 
data stored in the State Information Resources of the Republic of Moldova. 

On September 28, 2010, the Center organized the "Open Doors Day" on 
occasion of the Right to Know Day. 

On the 1st of October, 2010, the head of the Center has participated at an 
event titled “Personal Data Protection - limits of the freedom of expression”, 
organized within the European project “Development and promotion of a modern 
media climate in the Republic of Moldova” implemented by IDIS “Viitorul” and jointly 
conducted with the Center for the Investigative Journalism. 

There were also published 49 articles and press-releases whereby were 
mediatized important aspects of the Center’s activity.  
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News agencies, taking over the press releases and messages of the Center, 
reflected the activity of the authority in 38 articles, emphasizing the importance of 
personal data protection field, the rights of citizens in this area and the role of the 
national supervisory authority. 

In order to increase the level of information and public awareness on personal 
data protection, the Center has organized several meetings with the participation of 
both representatives of public authority, civil society and representatives of 
personal data holders (representatives of many private entities as personal data 
holders; the National Union of Judicial Executors; USA Holocaust Memorial 
Council; Bureau of credit history; Collective Consultative Committee on scientific 
and technological problems of information security from Russian Federation, etc.). 

Also, under the aegis and/or with the participation of the Center have been 
organized and conducted a series of actions in order to promote the objectives for 
ensuring the protection of rights and freedoms of individuals to the processing of 
their personal data, including the protection of the rights to inviolability of private 
life, personal and family confidentiality. 

For example, on December 10, 2010, representatives of the Center 
participated as co-reporters in the Conference entitled “Human rights-assessments 
and perspectives”, held under the aegis of the Center for Human Rights of the 
Republic of Moldova. During this forum the representatives of the Center noted that 
respect for the right to privacy represents a barometer of attitudes towards human 
rights in general, on the grounds that this right focus the meaning and social role of 
human rights. At the same time, were highlighted ties of partnership, cooperation 
and collaboration between the Center for Human Rights of Moldova and National 
Center for Personal Data Protection of the Republic of Moldova, as well as 
identified joint actions to be taken by both authorities in order to ensure respect for 
human rights and fundamental freedoms.  

In parallel, on the occasion of the International Day of Human Rights, the 
Center, together with Amnesty International Moldova organized a flash mob in 
order to raise public awareness on personal data protection. In the flash mob 
participated several young volunteers, being carried out actions that symbolized 
situations in which personal data fall under the risk of illegal accessing and 
processing, being disseminated leaflets containing information about the status of 
the Center and the rights that have personal data subjects according to the Law on 
personal data protection, including answering questions from passersby and mass 
media representatives related to the essence and purpose of the event. 

In this context, the Center appreciates the act and siwftness with which 
reacted Amnesty International Moldova to the proposal of achieving in common the 
objective of mediatization of such concepts as "personal data" and "privacy" and 
thanks for the support given to the editing of promotional materials. 

Also, in the reporting period was established and strengthened collaboration 
relationships with other civil society representatives, in particular with: 

- Institute for Development and Social Initiatives "Viitorul", with which were 
successfully settled negotiations on financial assistance in order to organize jointly 
in early 2011, measures on promoting the image of the Center and the concepts of 
“privacy “ and “personal data”, including editing promotional materials and radio 
station broadcasts advertisement in this regard; 
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- Foundation Soros-Moldova and the Agency for supporting legal education 
and law enforcement authorities "Ex Lege", with which were negotiated conditions 
for necessary assistance to carry out analytical study at the national level "How the 
citizens of the Republic of Moldova interpret the concepts of “personal data” and 
“privacy””, in order to identify expectations pursuant the implementation of the 
principles of personal data protection in the Republic of Moldova and their optimal 
implementation mechanisms; 

- Association "Pro Data Lex” which have been negotiated conditions of 
carrying out the feasibility study “Opportunities for implementation of the Automated 
Information System “Personal data holders Register””, as well as actions to identify 
mechanisms for promoting media campaigns and public information about the 
importance of protecting the right to privacy, and in particular the personal data. 
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CHAPTER III. 

International Cooperation 
 

 
a) development of cooperation relations with foreign states and 
international structures  

 
International cooperation is a constant process involving a continuous 

exchange of information, experience, standpoints, opinions or analysis of issues 
related to personal data protection. 

The two basic aspects of the international collaboration are bilateral 
collaboration with other authorities for personal data protection and feedback to 
international requests.  

As a result of correspondence begun in 2009, through the Ministry of Foreign 
Affairs and European Integration were settled and strengthened direct relationships 
with similar authorities from Albania, Bulgaria, Czech Republic, Croatia, Hungary, 
France, Italy, Latvia, Lithuania, Poland, Russian Federation, Switzerland, Slovenia, 
Spain, United Kingdom, United States of America. 

 
 

b) attendance to International Conferences on personal data protection 
topics. T-PD membership. The advantages of the Republic of Moldova. 
 

The need of participation in various international conferences should be given 
from the fact that, namely, the Center is the competent national authority for 
implementing the provisions of the Convention No.108.  

During 2010, the representatives of the Center participated in the following 
international events:  
 

 Spring Conference of European Privacy and Personal Data 
Protection Commissioners 2010 took place in Prague, Czech Republic. 
Within this event it was decided that in the agenda of the next conference 
will be included the issue related to offering membership status to the 
Center, which will allow the participation in closed meetings, as well as at 
elaboration and adoption of the Conference’s documents;  

 The 12th Meeting of the Central and Eastern European Data 
Protection Commissioner, organized in Sopot, Poland. During the meeting 
the new members were accepted adopting a declaration in this sense. Thus, 
the data protection authorities from the Republic of Moldova and Albania 
became new participants of this regional forum. The main tool of 
cooperation is the annual held meetings and the exchange of information on 
the web site: (www.ceecprivacy.org); 

 The meetings of the Ad Hoc Working Group sessions on Data 
Protection of the Police Cooperation Convention for Southeast Europe, 
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which took place in Ljubljana, Republic of Slovenia.  The role of the Working 
Group on Data Protection is to carry out mutual evaluations of the level of 
readiness of the state for exchange of information, taking into account the 
importance of ensuring the protection of personal data in police sector and 
the need to create specific regulatory framework in this area; 

 The 4th Conference of Personal Data Protection Commissioners 
of la Francophonie and the first francophone collective seminar, organized 
in Paris, France. The participation was possible thanks to the support of the 
Francophone Association of Personal Data Protection Authorities. During 
the meetings were presented information related to developments in the 
personal data protection field in the Francophone area (national 
experiences), new technologies and challenges related to them, as well as 
practical aspects on communication policies and public awareness. 

 The International Conference “Personal Data Protection” 
organized in CIS, the working sessions that have taken place in Moscow, 
Russian Federation. During the conference, the representatives of the 
personal data protection authorities from the Republic of Moldova, Russian 
Federation and Republic of Kyrgyzstan have signed the Memorandum of 
collaboration between empowered authorities in the field of personal data 
protection. 

It is to be mentioned that as a result of negotiations and consultations held 
during 2010, the Center has obtained the accreditation as a member of the 
Consultative Committee of the Convention No.108 (T-PD), the reason for 
participation of the authority’s representative at the 26th Plenary meeting of the 
Consultative Committee of the Convention for the Protection of Individuals with 
regard to Automatic Processing of Personal Data, held in Strasbourg, France. 
Thus, the representatives of the Center have contributed to the completion of the 
draft Committee of Ministers’ Recommendation on profiling, the document that 
pursuant the debates have been approved by majority vote of delegations of 37 
signatory countries of the Convention No.108.   

Profiling, according to the provisions of the nominated draft Recommendation, 
means an automatic data processing technique that consists of applying a “profile” 
to an individual or a category of individuals, particularly in order to take decisions 
concerning him or her or for analysing or predicting her or his personal preferences, 
behaviours and attitudes.  

Participation of the Center at the Consultative Committee meetings gives the 
opportunity to inform the States Parties to the Convention on the evolution of the 
personal data protection field in our country, as well improving the professional 
skills of the staff, establishing contacts with similar foreign authorities, and also 
studying international practice, in particular the European one, for approximation of 
the national normative and legislative basis to European acquis in the European 
integration process of our state  at the chapter of personal data protection. 

Simultaneously, as a state party to the Convention no. 108 and a member of 
the Consultative Committee, the Republic of Moldova may request to this body to 
express opinion on any issue arising in the implementation of this international 
treaty; to propose amendments to the Convention and to participate in drawing up 
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draft Recommendations of the Committee of Ministers of the Council of Europe, as 
well as drawing up reports, particularly on the implementation of the Convention in 
the Republic of Moldova. 

 
c) conclusions on "personal data protection" within the evaluation 
missions in the context of the European integration aspirations of the 
Republic of Moldova 

 
In the period of 21 -22 June 2010, the EUROJUST delegation made an official 

visit in the Republic of Moldova in the context of the dialogue between the Republic 
of Moldova and European Union Agencies in police and judicial cooperation and 
the negotiation process on signing the Cooperation Agreement between 
EUROJUST56 and the Republic of Moldova. 

Within the event, at the premises of the Center has been organized a meeting 
attended by representatives of the authority and EUROJUST experts, 
representatives of the Office of the Prosecutor General, Ministry of Justice, within 
which was presented the state of thinks in the Republic of Moldova related to 
personal data protection field, were discussed the issues related to existing 
legislative framework on personal data protection and the need of its harmonization 
in order to transpose the relevant international standards. 

As a result of the visit, and following the discussions and established 
collaborative relationships, the EUROJUST experts came up with some 
suggestions and comments relating to the draft Law on personal data protection in 
a new version, which the Center seeks to promote. 

At the same time, on September 15, 2010, at the premises of the Center took 
place a meeting between the representatives of the European Union fact-collecting 
mission operating within visa liberalization regime, comprised of experts of the 
European Commission and EU member states and the representatives of the 
Center in order to get acquainted with the personal data protection issue in the 
Republic of Moldova and, respectively, with the steps taken by the national 
authority for personal data protection to ensure the implementation of the legal 
provisions in the personal data protection field.  

According to the content of the consolidated Report of 4 thematic Blocks of 
Visa Dialogue between Republic of Moldova and European Union, developed by 
the experts of the European Commission in October 2010, the data protection field 
has been elucidated as an important one in the context of the liberalization of visa 
regime, assessed at the current stage positively and promising, proceeding from 
the activity’s results of the authority for personal data protection57 . 

 

                                                             
56 EUROJUST – body of the European Union, established by the Council Decision of 28.02.2002 (2002/187/JAI), in order 
to strenghten the fight against serious crime, with legal personality and financed from general budget of the European 
Union,  composed of prosecutors, magistrates, or police officers with equivalent competences.  
57 Extract from the consolidated Report: „It is important to note that the Center is well organized and aware of his role in a 
democratic society. Information presented in terms of numbers and topics shows the proactive role of the Center, while 
the new proposed project alerts and aspires to more effective competences and functions. Effective implementation of 
revised legislation on data protection should be properly and timely assessed. Besides the Center’s activities, awareness 
of data protection area should be further enhanced in all public institutions that process personal data in such fields as: 
security of documents, border management and migration, and law enforcement”).   
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d) assistance programs  

 
Sharing experience and taking over good practices of similar foreign 

authorities, represent an important element in the activity of the institution at the 
stage when it is necessary to promote the image of the Center, to improve the 
national legal framework by transposing international standards, to strengthen 
institutional and administrative capacity, including improve the professionalism of 
employees. 

In this regard, through the TAIEX58 Program, the representatives of the Center 
made a study visit to Rome, the Italian Republic, entitled “the best operational and 
legislative practices in the personal data protection field”. Due to the fact that the 
Center was finalizing the procedure of drawing up the Requirements for the 
assurance of personal data security at their processing within the information 
systems of personal data, a special attention was paid to studying the existing 
security requirements in Italy, being as well established cooperation links in order to 
provide methodological support for capacity building of the Center. 

Following the correspondence with the Government of the Republic of 
Moldova on the availability of granting assistance in order to implement projects 
that aim at strengthening institutional capacity of the Center, were established 
relationships with TWINNING experts to identify the support and assistance for 
improving the operational activity of the Center, being developed a TWINNING 
Concept which has been submitted for approval to the State Chancellery. 

A cooperation partner for the Center remains the Hungarian Embassy in 
Chişinău and the Office of Parliamentary Commissioner for Data Protection and 
Freedom of Information of this country. As a result of closed relations of 
cooperation with the Hungarian part, the Center has received financial support, 
implementing the technical assistance project offered by the Hungarian Ministry of 
Foreign Affairs and His Excellency, György VARGA, Ambassador Extraordinary 
and Plenipotentiary of the Republic of Hungary to the Republic of Moldova made a 
working visit at the premises of the Center, highly appreciating the results of the 
conducted micro project: "Technical Assistance for the National Center for Personal 
Data Protection.” 

It is to be mentioned that as a result of negotiations with European Union 
Delegation in Chişinău, the Center was included in the project “Support to the 
Government of the Republic of Moldova in the field of anticorruption, reform of the 
Ministry of Internal Affairs, including police and personal data protection”- project 
that will be developed during 2011 and will contribute to assess the needs for 
strengthening the institutional capacity of the Center, as well as the personal data 
protection in general, including the need to develop a National strategy on personal 
data protection in the Republic of Moldova. For the future, this relationship connote 
enormous advantages for the Center in achieving long-term goals and implies 
launching set of actions in order to promote the authority image at international 
level, as well as developing the institute for personal data protection in the Republic 
of Moldova. 

                                                             
58 Technical Assistance and Information Exchange Instrument of the European Commission   
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CHAPTER IV. 

Human resources and economic management 
 

 
a) human resources 

 
Taking into account that the Center’s tables of organization, due to high 

personnel fluctuation, the personnel of the Center is completed at the rate of 70% 
of the maximum number of 21 units, therefore, during 2010 the Center organized 
and conducted 7 contests in order to fill 9 vacancies, for which applied 111 
candidates and only 8 persons were employed. 

At the same time, during 2010 the employees of the Center attended 8 
professional trainings organized by the Academy of Public Administration under the 
President of the Republic of Moldova and 3 training courses organized by: the 
Technical University of Moldova with the theme "Information Security"; the Ministry 
of Finance in the field of budgetary classification and budget elaboration; the Center 
for Harmonization of Legislation with the theme "Area of Freedom, Security and 
Justice of the European Union". 

Also, there were carried out 4 internal training courses and 3 thematic 
colloquies.  

 
b) elaboration and execution of the budget of the National Center for 
Personal Data Protection  

 
The economic - financial management policy of the Center is focused on 

promoting accountability and fairness in the use of public resources, as well as 
continuous improvement of mechanisms for managing the budget authority, aiming 
to ensure efficiency and economy of financial resources allocated. 

According to the State Budget Law for 2010, the total amount of the 
allocations included in the budget of the Center for 2010 was 1,635,300 lei, of 
which 1,245,200 lei - staff costs and 390,100 lei – current expenses.  

In the expenditure structure, the largest share of expenditure was for wages, 
which in 2010 constituted 65,7% and amounted to a sum of 1,074,700 lei, including: 

- work remuneration - 860,000 lei; 
- compulsory state social security contributions - 186,400 lei; 
- health care compulsory insurance  - 28,300 lei. 

Expenditures related to goods and services purchased by the Center 
represented 560,600 lei or 34.3% from the allocated resources. 

Execution regarding bank expenditures were achieved at 97,3% at all 
components compared to the provisions set for 2010, and effective expenditures 
were performed at 100% of the maximum allocations set in 2010.  

It should be noted that the amendment of the provisions of the Article 19, 
paragraph (b) of the State Budget Law for 2010, which stipulates that "in case of 
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expenditures saving for personnel, it allows the redirecting of those savings to 
current expenditures”, has enabled the Center to redistribute in a regular manner 
savings of financial resources from the chapter "wages retribution" to other chapters 
to achieve the priority needs, such as: rental services of the premises; car rent; 
participation in the international conferences in the field of personal data protection. 

Purchase of material goods, services and works, according to the needs of 
the Center, were carried out in accordance with the Law on public procurement. 
Public procurement system within the Center has a high level of transparency, 
based on principles of fair competition and increased accountability for the 
members of public procurement working group, in order to increase the efficiency of 
public procurement procedures. 

During 2010, were organized 18 meetings of the public procurement working 
group, in which were evaluated and compared offers of economic operators, 
ensuring the legality and fairness of the procedures of procurement and purchase 
of goods, services or works at the minimum costs. 

Another important aspect of economic-financial activity was the 
implementation of internal audit unit, which is meant to contribute to efficient the 
activity and achieving of the objectives of the Center by identifying ways of solving 
the problems, by adopting and implementing decisions, monitoring activities and 
evaluating outcomes, as well as by controlling the accuracy of the resources 
management. 

At the same time, it should be noted that the Center is an autonomous public 
authority, independent of other public authorities exercising its attributions in the 
field of personal data protection, or as an important feature is its financial 
independence. 

In this context, the Center has elaborated and approved the preliminary draft 
budget of the Center for 2011 under provisions of the Article 11 paragraph (4) of the 
Law on personal data protection59, submitting it to the Government in order to be 
included in the State budget. 

Unfortunately, the above mentioned draft was submitted to the Ministry of 
Finance for examination and it has not accepted the position of the Center to 
allocate necessary financial resources for implementing the Automated Information 
System “Personal Data Holders Register”, and the acquisition of means of transport 
necessary for achieving functional attributions. 

This allows concluding that the current procedure for approving the authority 
budget and allocating necessary financial resources for the proper functioning of 
the institution does not meet one of the basic principles - financial independence 
from the executive. 
 

 
                                                             
59 Article 11 
(4) The Center ellaborates and apporoves the preliminary draft budget of the Center and submits it to Government to be 
included in the state budget, keeping administrative independence.  
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c) personnel remuneration  
 

The Republic of Moldova should be interested not only in the existence of the 
Center as a national authority for personal data protection, responsible for 
implementing at the national level the provisions of the Convention No. 108 and 
also in the efficient activity of this authority. 

It is to be mentioned that the employees of the Center are remunerated 
according to the Law on wage system in the public sector and although it is a part 
of the central public authorities, the wage level of the authority functionaries is 
much lower than, as it is exemplified in the table No. 4. 

We think that this position should be reviewed because now the base salary of 
a senior consultant at the Center is at the level of a sweeper working at the National 
Commission of Financial Market. 
 

Table No.4 

Institution Salary of the heads, lei 
Salary of the 

senior 
consultant 

Salary of the 
superior 

consultant 

Salary of 
auxiliary 

personnel 
National Center for 
Personal Data Protection Director - 5000 

Deputy Director - 4500 1200 1100 

Does not 
have 

auxiliary 
personnel 

National Commission of 
Financial Market   President60 - Specialist-2200 Sweeper61 

-1100 
Office of the Prosecutor 
General 
 

General Prosecutor - 8300 
First deputy of General 

Prosecutor - 7100 
Deputy of General 
Prosecutor - 6400 

No equivalent 
functions similarly 
to status of senior 
consultant of the 

Center 

No equivalent 
functions similarly 
to status of senior 
consultant of the 

Center 

- 

State Chancellery  
 

Minister - 7100 
Vice Minister – 6500 1750 1400 - 

Court of Accounts 
 

President – 8300 
Vice president - 7500 

Member - 6400 
1300 1200 - 

Central Electoral 
Commission  

President – 7100 
Vice president - 6500 1300 1200 - 

 Center for Human Rights 
of Moldova  

Director – 6800 
Ombudsman-6400 

No equivalent 
functions similarly 
to status of senior 

and superior 
consultant of the 

Center  

No equivalent 
functions similarly 
to status of senior 

and superior 
consultant of the 

Center 

- 

National Agency for the 
Protection of Competition 

General Director – 6500 
Deputy Director - 6000 - 1100 - 

                                                             
60 Law No. 192-XIV of 12.11.98 on National Commission of Financial Market.  
Article 6 paragraph (6). The salary of the President of the National Commission is set by the Administration Council in the 
amount ranging between 3 and 5 average monthly salaries of the employees of the National Commission, except technical 
personnel, which is calculated in rapport to last 3 months of its activity. The salary of National Committee members is set 
by the Administration Council in a varying amount between 3 and 4 average monthly salaries of the employees of the 
National Commission, except technical personnel, calculated in rapport to the last 3 months of its activity.  
61 Regulation on the form, conditions and remuneration system for employees of the National Commission of Financial 
Market, approved by the Decision of the National Commission of Financial Market No. 39 / 1 of 13.09.2010 
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 CHAPTER V. 
Consultative Council 

 
The Consultative Council of the National Center for Personal Data Protection 

is a body created on voluntary principles, consisting of representatives of several 
public authorities and civil society62, tasks and attributions that are established by a 
Regulation approved by the Director of the Center63(available on the official website 
of the Center www.datepersonale.md). 

During 2010 were held 2 ordinary meetings of the Consultative Council, which 
acquired a more organized feature compared to the 2009, within which was 
presented the situation with reference to the national authority for personal data 
protection, including the obtained results in dynamics and evolution, as well were 
discussed issues and deficiencies related to personal data protection field. 

Basically, as a result of meetings held during the report period, the 
Consultative Council submitted to the Center the following recommendations and 
proposals: 

 to intensify efforts for identifying financial opportunities and 
establishment of Automated Information System “Personal data holders 
Register”; 

 to be actively involved in the preparation and promotion of 
proposals for amending and supplementing the in force legislation on 
personal data protection, in order to harmonize it to the acquis 
communautaire, as well as to propose the establishment of the 
contravention liability for law infringement on personal data protection; 

 to intensify the promotion activity of the image and results of 
ongoing activities  through advertisements, information billboards, etc., 
including by initiating public information campaign on the existence of the 
Center, the competences of the authority, rights and obligations of personal 
data subjects and data controllers; 

                                                             
62  Law No. 182-XVI of 10.07.2008 regarding the approval of the Statute, structure, staff-limit and financial arrangements 
of the National Center for Personal Data Protection 
Chapter IV 
3. The composition of the Consultative Council should obligatory include: the chairmen of the National Security, Defense, 
and Public Order Commission, and of the Human Rights Commission of the Parliament (currently, Commission on 
Human Rights and Interethnic Relations); representatives from the Parliament Apparatus, Apparatus of the President of 
the Republic of Moldova, Government Apparatus; as well as from Central and Local Public Administration Authorities, 
from civil associations which act in the field of human rights protection with regard to the personal data processing. 
63 Main attributions of the Consultative Council are: 
a) providing opinions and proposals in the process of drafting laws and regulations in the field of personal data 
protection; 
b) offering consultations to the Center in the area of policies dealing with the control and supervision of the practical 
implementation of the legal provisions on processing and transborder transfer of personal data, protection of the  rights of 
personal data subjects and representing their interests in the courts; 
c) drawing up proposals regarding the optimization and improvement of the Center’s activity;  
d) detecting contradictions and providing optimal solutions for realizing the alignment of the national legislative and 
normative basis with international standards; 
e) examining particular problematic situations that are not regulated by legislative or normative provisions, with the view 
of identifying the existing barriers and finding optimal solutions to solve them. 
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 as far as possible, to urge the approval process of the Regulation 
of the Rules on manual keeping of the personal data holders Register by the 
Government. 

  Given the status of members of the Consultative Council, the purpose of which 
is to provide consultancy and assistance to the national authority of personal data 
protection, the Center has pursued and still pursues the idea of using this body as 
an amplifier in promoting the importance of the field and concepts of "personal 
data" and "privacy" as well as a bridge in the relations within the legislative, 
executive and other public authorities, including civil society. 
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CHAPTER VI. 

Issues faced by the National Center for Personal Data 
Protection during 2010 and the objectives set for 2011  

 
 

a) issues faced by the National Center for Personal Data Protection during 
2010 
 
One of the main failures of the Center during 2010 constitutes non- launching 

the activity of the registration of personal data holders, the main reason being that 
the Government has not approved the normative act in this regard64.  

Another problem is the impossibility of identifying both at the national and 
international level the necessary funds for the development and implementation of 
Automated Information System "Personal data holders Register". All efforts of the 
Center undertaken in this regard were net reduced because of austerity character 
of the public budget and the lack of the private sector interest to provide the 
necessary technical assistance. This problem persists despite the fact that the 
action affects the economic benefit that reside in the efficiency of the Center’s 
activity as a public authority vested with the task of establishing and administering 
the personal data holders Register and saving time and money resources by the 
personal data holders using the on-line registration and notification of the 
processing operations of personal data. At the same time, it would be possible to 
provide the online access to information of public character from this Register for 
the society.  

Also, an important issue that was highlighted during 2010 is the absence of 
tangible results regarding the promotion of the concepts of "personal data" and 
"privacy"; wondering the society and media in reflecting the personal data 
protection subject, which can be placed under the responsibility of the Center and 
will constitute a main objective for 2011. 

Nonetheless, it should be noted the absence of punitive levers that would 
enable the Center to react with force as a result of violations of the principles of 
processing and protection of personal data by personal data holders, reason why 
the Center has prepared and plans to promote drafts on amending the legislative 
framework, particularly the Contravention Code. 

 
 

                                                             
64 Regulation „Rules on the manner of the manual keeping of the personal data holders Register”, draft that was 
submitted for approval to Government on June 16, 2010. 
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b) objectives set for 2011 
 
For 2011, the Center has established certain priorities and objectives 

necessary to be achieved for ensuring the dynamic and progressive character of 
the personal data protection area in the Republic of Moldova. Among these there 
are: 

 promoting and supporting the idea of ratification by the Republic 
of Moldova of the Additional Protocol to the Convention No. 108 for the 
Protection of Individuals with Regard to Automatic Processing of Personal 
Data, regarding supervisory authorities and transborder flow of personal 
data; 

 promoting and supporting the draft Law on personal data 
protection in a new version and other drafts on amending and 
supplementing legislative acts for its harmization to the principles 
established by the Convention No. 108 and Directive 95/46/EC; 

 developing of media campaigns on "Requirements for the 
assurance of personal data security at their processing within the 
information systems of personal data”, approved on 14 December 2010 by 
Government Decision No. 1123, for the purposes of implementing the 
provisions of this normative act by personal data holders; 

 promoting the idea of approval by the Government of the "Rules 
on the manner of manual keeping of the personal data holders Register" in 
order to create conditions for initiating the procedure of state registration of 
personal data holders; 

 implementating the initiative of establishment and 
implementation of the integrated Automated Information System “Personal 
data holders Register” through the method of identification of alternative 
sources of funding; 

 intensifying sectorial analysis activity of the regulatory framework 
in respect of personal data protection and providing necessary instructions 
for the processing of personal data in accordance with the principles of law 
on personal data protection, permanently organizing and carrying out 
conferences, roundtables, training courses and publicity actions; 

 attendance at international conferences on data protection area, 
which will help to the promotion of the image of the Center and the country 
as a whole, as well as to the assimilation of international experience in order 
to improve the national practice in personal data protection sector; 

 enhancing collaboration relationships with civil society 
representatives and involving them in the promotion and mediatizing of 
personal data protection field, as well as applying for new programs 
(TWINNING, TAIEX, EU funds) in this regard. 

 
 
 
 


